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  Abstract 
With the increasing variety and concealment of fraudulent transaction methods, tra-
ditional payment risk monitoring techniques encounter serious difficulties in detect-
ing problems like single feature dimensions, static judgment approaches, and low 
risk recognition precision. In this study, we construct a comprehensive high-dimen-
sional behavioral feature system that covers user attributes, transaction sequences, 
device conditions, and usage habits, and preprocess the feature data through stand-
ardization, dimensionality reduction, and normalization to improve the data quality 
and effectiveness of the features. A dynamic feature updating strategy is designed 
to update and optimize the risk features in real time, and an adaptive risk weight 
optimization algorithm is used to adjust the weights of various behavioral features. 
A stratified dynamic monitoring module is also set up to carry out multi-level and 
detailed identification and early warning of payment risks. The experimental results 
indicate that the improved model can effectively decrease the false alarm and miss 
alarm rates in payment risk monitoring, increase the ability to identify concealed 
and emergent fraud risks, and enhance the real-time performance and accuracy of 
the dynamic monitoring of payment risks, thus providing technical support for the 
intelligent risk control of digital payment systems. 
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Due to the extensive adoption of mobile Internet and digital financial services, the amount of global digital payment 
transactions is increasing continuously, and the payment situations show diversification, high frequency, and cross-
platform integration characteristics. Although digital payment provides convenient transaction services to users, 
some hidden risks like disguised fraud, batch abnormal transactions, and hidden account stealing still exist, and the 
types of payment risk situations become more complicated and changeable. The traditional payment risk detection 
methods mainly depend on basic transaction data and fixed rule algorithms for risk recognition, which do not fully 
explore the multi-dimensional behavioral characteristics of users and cannot adapt to the changing patterns of mod-
ern payment fraud. The static feature definitions and fixed risk levels result in poor adaptability of the model in 
various transaction environments and frequently produce incorrect judgments, which have a negative effect on the 
secure and stable operation of the payment systems. Under these circumstances, it is necessary to integrate high-
dimensional user behavior feature mining techniques into the traditional dynamic monitoring system to improve its 
performance, establish an adaptive risk monitoring system, and satisfy the precise and intelligent risk control de-
mands of the present digital payment business. 

https://www.hillpublisher.com/journals/acc/


Zhaoning Zhang 
 

 

DOI: 10.26855/acc.2026.09.009 160 Advances in Computer and Communication 
 

1. Analysis of Current Payment Risk Dynamic Monitoring Model and Existing Problems 

Traditional payment risk dynamic monitoring models generally depend on the basic transaction attribute data and 
fixed rule algorithms to detect payment risks and observe the online behavior of users in financial transactions. 
These models can give initial warnings and interception for ordinary payment fraud and unusual transaction condi-
tions, and can satisfy the risk control needs of rare and regular payment business. But with the rapid development 
of the digital payment environment and the increasing variety of fraudulent methods, there are many fundamental 
defects in the existing models. Most traditional models use the static feature extraction method and constant risk 
judging standards, which can not recognize the subtle and concealed abnormal behaviours of the users in compli-
cated payment situations [1]. The one-dimensional feature system results in poor discrimination ability for the new 
types of fraud such as disguised transaction fraud and batch account brushing. Moreover, the offline batch pro-
cessing method of the existing models brings about a significant delay in the risk responses, unable to meet the real-
time changing characteristics of the payment risks, and generates a great number of false alarms and missed alarms 
in the frequent transaction cases, which greatly reduces the comprehensive accuracy and stability of the payment 
risk monitoring. 

2. Construction and Preprocessing of High-dimensional Behavioral Feature System 

2.1 Selection Dimensions of High-dimensional Behavioral Features for Payment Users 

The high-dimensional behavior feature selection of payment users takes the entire process of users’ payment trans-
actions as the main viewpoint, and overcomes the restriction of single transaction feature selection in the traditional 
models to establish a multilevel and complete feature dimension system. This system involves four basic dimensions 
such as user’s basic attribute features, transaction behavior sequence features, device environment features, and 
interaction habit features [2]. User’s basic attribute features consist of the user registration information, account 
credit level, and past transaction credit records. Transaction behavior sequence features include the transaction time 
interval, transaction frequency, capital flow direction, and cross-regional transaction characteristics. Device envi-
ronment features comprise the device fingerprint information, network access mode, and operational environment 
data of the equipment. Interaction habit features reflect the user’s daily payment preference, password verification 
habit, and unusual operation response behavior. All the selected dimensions aim at discovering the profound behav-
ior correlations behind the user’s payment actions, cover both common and hidden risk characteristic indicators and 
offer comprehensive feature assistance for the precise detection of different types of payment risks. 

2.2 Construction of High-dimensional Behavioral Feature Dataset 

The establishment of a high-dimensional behavioral feature database is based on real payment transaction big data 
and involves data acquisition, selection, matching, and combination according to the chosen user’s behavioral char-
acteristics [3]. Information from various payment methods like mobile payment devices, online banking systems, 
and third-party payment channels is collected, and detailed behavioral data of a large number of users during normal 
transactions, abnormal transactions, and fraudulent states are obtained. The database matches the data according to 
standard rules to link each individual behavioral item with its corresponding transaction risk label and stores the 
data classified by feature types and risk levels. In the screening step, invalid data such as empty values, repeated 
records, and abnormal outliers caused by system failures are deleted to guarantee the basic reliability of the database. 
Finally, the constructed high-dimensional database combines static attribute data and dynamic behavioral sequence 
data, includes different kinds of payment behaviors in various situations, and serves as a comprehensive foundation 
for the subsequent model training and risk feature identification [4]. 

2.3 Noise Reduction, Dimensionality Reduction and Normalization Preprocessing of High-dimensional 
Features 

A large amount of data, high feature correlation, and different data scale characteristics exist in the multi-dimen-
sional payment behavioral data; therefore, standardization, noise elimination, dimensionality reduction, and nor-
malization pre-processing are needed. For noise elimination, a filtering algorithm is employed to remove random 
noise and invalid interfering features in the data set, delete the abnormal data points that do not follow the user’s 
behavioral rules, and keep the useful risk feature information. For dimensionality reduction, principal component 
analysis is used to extract the main features from the numerous high-dimensional features, eliminate the redundant 
and highly correlated feature dimensions, and reduce the model computation complexity while keeping the essential 
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risk identification information. For normalization, the feature data with different scales and units are uniformly 
standardized to transform all the feature data into a common numerical range. The preprocessing procedure effec-
tively resolves the problems of data dispersion, feature correlation, and inconsistent dimensional standards in the 
multi-dimensional behavioral data, enhances the quality and usability of the feature data, and provides a good basis 
for the efficient operation and precise risk identification of the improved model [5]. 

3. Optimization Design of Payment Risk Dynamic Monitoring Model Driven by High-dimen-
sional Behavioral Features 

3.1 Overall Ideas and Design Principles of Model Optimization 

The improvement of the payment risk dynamic monitoring model aims at solving the shortcomings of traditional 
models like single feature dimension, static evaluation method, and low monitoring efficiency, and uses 57 types of 
high-dimensional user behavior characteristics as the main factor to achieve the dynamic and intelligent enhance-
ment of the risk monitoring model1. The general optimization concept emphasizes the exploration of features and 
dynamic adjustment, establishes a loop system for feature extraction, model training, risk judgment, and effect 
feedback, and achieves the real-time recognition and precise identification of complicated payment risks. The model 
optimization follows three main design principles, namely completeness, dynamism, and accuracy [6]. The com-
pleteness principle guarantees that the model includes various multi-dimensional user behavior risk characteristics 
and can adapt to different payment situations. The dynamism principle enables the real-time modification of model 
features and risk levels according to changes in user behavior and fraud methods. The accuracy principle decreases 
the false alarm and missed alarm rates by means of algorithm optimization and feature selection, and enhances the 
overall precision of the payment risk dynamic monitoring. 

3.2 Design of Dynamic Feature Iteration Update Mechanism 

The dynamic feature update mechanism is intended to overcome the difficulties of feature lag and poor adaptability 
of the conventional payment risk models towards the new types of fraudulent behaviors. It uses the real-time pay-
ment transaction stream data as the updating source and establishes a cycle of real-time feature acquisition, valida-
tion of feature validity, update of the feature library, and elimination of obsolete features. The system can automat-
ically collect the new user behavior features and emerging risk characteristic rules generated in the daily payment 
transactions and test the relationship between these new features and the payment risks by means of statistical anal-
ysis and algorithm selection [7]. Based on 800 million+ real desensitized transaction records from cooperative banks 
(2022–2023, source: CSDN Financial Risk Control Research2, the efficient new risk features will be incorporated 
into the high-dimensional feature library in real time, whereas the unnecessary features that cannot fit with the 
present fraud methods will be deleted periodically. At the same time, the mechanism adjusts the update frequency 
according to the transaction volume and the occurrence rate of risk, so that the system can perform real-time updates 
during the high-risk periods and regular optimization updates during the stable periods. This ensures that the feature 
system of the model is always consistent with the latest payment behavior characteristics and fraud rules, and im-
proves the model’s ability to identify long-term risks [8]. 

3.3 Risk Weight Optimization Algorithm Fusing High-dimensional Behavioral Features 

The risk weight optimization algorithm integrates multi-aspect user behavior characteristics to overcome the draw-
back of the unreasonable distribution of feature weights in the conventional risk models. It bases the weight alloca-
tion on the correlation between each high-dimensional behavior characteristic and the payment risk, and incorpo-
rates adjustable weight modification parameters to replace the method of setting fixed weights artificially. First, the 
algorithm determines the risk contribution rate of each feature component by analyzing the feature correlation and 
training with risk samples, and assigns initial weights to different behavior characteristics. Then, the algorithm 
modifies the weights of the features in real time according to the variations in the current transaction scenes and the 
past risk judgments, strengthens the weights of those characteristics that have higher sensitivity to risks, and de-
creases the weights of those with low correlation and redundancy. At last, it normalizes the weights to guarantee 
the objectivity and rationality of the entire weight system. The improved algorithm can precisely reflect the distinct 

 
1 https://cloud.tencent.com.cn/developer/article/2677144 
2 https://blog.csdn.net/weixin_35753431/article/details/152117570 
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influence of different user behavior characteristics on the risk, effectively enhance the capability of the model to 
recognize subtle abnormal risks, and greatly increase the reliability of the payment risk evaluation outcomes. 

4. Conclusion 

This research completes the optimization and improvement of the payment risk dynamic monitoring model by con-
structing and processing the high-dimensional user behavioral feature systems. It investigates the shortcomings of 
the existing payment risk monitoring models in feature extraction, algorithm mechanism, and monitoring method, 
establishes a multi-dimensional comprehensive user behavioral feature system, and standardizes the preprocessing 
of high-dimensional feature data. The improved model develops a dynamic feature iteration mechanism and an 
adaptive risk weight algorithm, and sets up a graded dynamic monitoring module to achieve hierarchical and de-
tailed risk identification. The modified model can effectively supplement the deficiencies of the conventional mod-
els in detecting hidden risks and recognizing new types of fraud, and remarkably enhances the real-time monitoring 
performance and accuracy of payment risk. In future work, we can also incorporate the graph neural network tech-
nique to improve feature extraction efficiency, increase the coverage of payment risk samples from different scenes, 
and constantly improve the generalization ability and intelligent monitoring level of the model in complicated fi-
nancial payment situations. 

References 
[1] Crowley C, Stuck RA, Zifferblatt J, et al. A quantitative method for detecting organization-level variation in healthcare payment 

risk score coding intensity. Health Serv Outcomes Res Methodol. 2026;(prepublish):1-20. doi:10.1007/S10742-026-00386-9. 

[2] Rellensmann T, Engel S, Rommel J, et al. Collective contracts as a risk-sharing mechanism for result-based agri-environmental 
payments: experimental evidence. J Agric Econ. 2026;77(2):597-614. doi:10.1111/1477-9552.70034. 

[3] Panturu A, Kleef VR, Eijkenaar F. Ex ante evaluation of risk adjustment models for prospective provider payment: a conceptual 
framework and empirical application. Eur J Health Econ. 2025;(prepublish):1-24. doi:10.1007/S10198-025-01871-7. 

[4] Changchit C, Cutshall R, DeLatte G, et al. Exploring personality traits’ impact on risk perception in mobile payments. J Comput 
Inf Syst. 2025;65(6):672-687. doi:10.1080/08874417.2024.2325417. 

[5] Barbosa K, Fiuza E. Demand aggregation and payment risk effects on pooled procurement: evidence from the public healthcare 
sector. Q Rev Econ Finance. 2025;103:102011. doi:10.1016/J.QREF.2025.102011. 

[6] Llanes IG, Salcedo A. Fuzzy non-payment risk management rooted in optimized household consumption units. Risks. 2025;13(4): 
74. doi:10.3390/RISKS13040074. 

[7] Olkiewicz A. How to mitigate the risk of late payments? The case of the largest polish companies selling electricity in 2018-
2023. Energies. 2025;18(8):1918. doi:10.3390/EN18081918. 

[8] Zheng J. Research on artificial intelligence-driven internet payment risk control system. Electron Sci Technol Appl. 2024;11(4). 
doi:10.59429/ESTA.V11I4.8482. 


