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Abstract

As a national critical information infrastructure and a pillar energy industry, the
petrochemical industry’s industrial control systems (ICS) undertake the task of con-
tinuous production management and control under high-temperature, high-pres-

DOI: 10.26855/itss.2026.06.001 sure, flammable and explosive working conditions. Cybersecurity is directly related
to production safety, personnel safety and public safety. With the in-depth advance-
ment of industrial digital transformation, petrochemical ICS have gradually broken
the traditional physical isolation pattern and moved towards the integration of IT
and OT, remote operation and maintenance, and intelligent management and con-
trol. Problems such as blurred network boundaries, diversified attack paths and con-
cealed threats have become increasingly prominent, leading to a continuous rise in
cybersecurity risks for industrial control networks. Based on the industrial charac-
teristics and operation status of petrochemical ICS, this paper analyzes multi-di-
mensional cybersecurity threats including the system’s own vulnerabilities, exter-
nal attacks, internal hidden dangers and supply chain risks, and digs deep into the
core causes of these threats. In combination with industrial standards, it constructs
a trinity comprehensive prevention and control system of "technical prevention +
management prevention + emergency prevention", and puts forward targeted pre-
vention and control strategies in line with the actual production of the petrochemical
industry. This research provides theoretical reference and practical guidance for
petrochemical enterprises to build a solid cybersecurity defense line for industrial
control networks and ensure the continuous and stable operation of production.
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1. Introduction

The petrochemical industry is a core pillar of the national economy and a carrier of national critical information
infrastructure, covering the entire industrial chain of crude oil exploitation, refining and processing, chemical syn-
thesis, storage, transportation and sales. Its production links highly rely on industrial control systems such as DCS,
SCADA, PLC and ESD, which feature strong real-time performance, high reliability requirements, huge shutdown
losses and high safety risk levels. Traditional petrochemical ICS have long adopted the physical isolation mode, with
the industry’s focus on production stability and equipment operation and maintenance, resulting in weak awareness
of cybersecurity protection and seriously inadequate protection capabilities. With the accelerated industrial digital
transformation, technologies such as the Industrial Internet and big data have been deeply integrated into
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petrochemical production, and scenarios such as remote operation and maintenance and intelligent management and
control have become popular. Industrial control networks have broken the closed pattern and realized interconnection
with office networks and external networks, leading to a complete blurring of network boundaries. At the same time,
cyber attacks targeting the energy sector have become increasingly frequent, and threats such as APT attacks, ran-
somware and protocol vulnerability intrusions have been constantly escalating. These attacks not only cause produc-
tion interruptions and equipment damage for enterprises, but also easily trigger major safety accidents such as leaks
and explosions of flammable and explosive media, endangering public safety. Relevant data shows that the number
of ICS attack incidents in China’s energy industry has been rising year by year, and the petrochemical sector has
become a hard-hit area for cyber attacks. Industrial control network security has become a core short board restricting
the high-quality development of the industry. Based on this, this paper deeply analyzes the cybersecurity threats of
petrochemical ICS, explores the root causes of risks, and formulates practical prevention and control strategies in
combination with industrial standards, so as to provide support for enterprises to build a solid safety defense line and
realize the coordinated development of production safety and cybersecurity.

2. Analysis of the Current Situation and Vulnerabilities of Industrial Control Network Systems
in the Petrochemical Industry

2.1 System Architecture and Operational Characteristics

Petrochemical ICS adopt a hierarchical and distributed architecture, which is mainly divided into four layers: the
field device layer, process control layer, operation monitoring layer and production management layer. All levels
complete data transmission and instruction interaction relying on industrial Ethernet and field buses, with clear divi-
sion of labor and collaborative realization of full-process production management and control. The system operation
is in line with the production characteristics of the petrochemical industry and has three core features: first, stringent
requirements for production continuity. Most petrochemical installations operate continuously for a long cycle with
high shutdown maintenance costs, and minor cybersecurity failures may trigger full-line production suspension and
cause huge economic losses; second, high safety risk levels. Most production media are flammable, explosive, toxic
and harmful, and parameter tampering and misoperation of instructions caused by cyber attacks can easily induce
safety accidents; third, the coexistence of old and new equipment systems (Chen, Zhang, & Gao, 2025; Gui, 2025).
Aging industrial control equipment has been in service for a long time and cannot be upgraded for protection, and it
is difficult to be compatible with newly added intelligent equipment, forming an inherent short board in safety pro-
tection.

2.2 Analysis of Core Vulnerabilities of Industrial Control Systems

Petrochemical ICS have multiple innate and acquired vulnerabilities, which have become the core causes of frequent
cybersecurity risks. At the industrial protocol level, traditional protocols such as Modbus and OPC Classic are de-
signed with an emphasis on efficiency over security, lacking identity authentication, conducting plaintext data trans-
mission and without encryption and verification, making them extremely vulnerable to hijacking and intrusion. At
the equipment system level, the firmware of aging equipment is outdated and cannot be equipped with protection
tools; industrial control host patches are not updated in a timely manner and weak passwords are prevalent; some
enterprises shut down protection functions to ensure production, further exacerbating security shortcomings. At the
network boundary level, the in-depth integration of IT and OT has broken physical isolation; enterprises have not
deployed professional industrial protection equipment and lack zoning management and control, making it easy for
attacks to conduct lateral infiltration. At the management level, enterprises prioritize production over industrial con-
trol security, with imperfect systems and weak personnel awareness; internal irregular operations and loose manage-
ment and control of third-party operation and maintenance have further amplified potential safety hazards.

3. Analysis of Major Cybersecurity Threats to Industrial Control Systems in the Petrochemical
Industry

3.1 Threats from Malicious External Attacks

Petrochemical ICS are facing diverse and highly harmful malicious external attacks, mainly including three types:
APT attacks, ransomware attacks and illegal intrusion through vulnerabilities. Launched by professional hacker
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organizations, APT attacks feature strong concealment and targeting. They use spear-phishing emails, social engi-
neering and other means to lurk and infiltrate for a long time, which can steal core production data and tamper with
control instructions, and are difficult to be detected by traditional protection methods. Ransomware is a high-fre-
quency attack threat, and its exclusive variants for industrial control are constantly mutating. They can not only
encrypt system files and production data, but also directly control core equipment such as DCS and PLC, forcing
enterprises to suspend production. Combined with the petrochemical industry’s requirements for production conti-
nuity, they are likely to cause huge economic losses and potential safety hazards. In addition, there are numerous
existing vulnerabilities in industrial control systems. Attackers can use port scanning, brute force cracking and other
means to illegally intrude through firmware and protocol vulnerabilities, steal system control rights, disrupt produc-
tion order and seriously threaten the stable operation of installations (Xu & Li, 2025; Huang, Wang, & Tang, 2025;
Rajaruthnam & Peach, 2025).

3.2 Threats from Internal Hidden Safety Hazards

Internal hidden safety hazards are an important source of risks for petrochemical ICS, covering two aspects: personnel
operation and network violations. Weak safety awareness and non-standard operations of internal personnel may
easily lead to irregular access to mobile storage devices, mis-modification of parameters and other operational errors,
triggering virus transmission and system failures. Some employees may also maliciously access beyond authority,
steal data and damage system configurations for personal gain, directly threatening system security. At the same time,
enterprises have loose internal network management and control; employees privately build wireless networks, access
unauthorized equipment, conduct cross-network segment access to core systems and break safety zoning. In addition,
the mixed use of industrial control networks and office networks makes it easy for malicious programs on the office
side to infiltrate industrial control networks, further amplifying security risks.

3.3 Supply Chain Security Threats

The supply chain of petrochemical ICS is lengthy, covering equipment procurement, software development, system
integration, operation and maintenance services and other links, with supply chain security risks running through the
entire life cycle. First, there are backdoor vulnerabilities in hardware equipment. Malicious programs are implanted
in some industrial control equipment and chips during the production process, which can be remotely controlled after
being put into operation. Second, there are security defects in software systems. Unfixed vulnerabilities exist in con-
figuration software and monitoring software, becoming entry points for attacks. Third, there is a lack of management
and control over third-party operation and maintenance services. When operation and maintenance personnel re-
motely access the system, they are prone to leaking account passwords and leaving potential safety hazards; some
operation and maintenance tools themselves carry malicious codes, directly threatening the security of industrial
control systems (Mohammed et al., 2022; Badawy, Sherief, & Abdel-Hamid, 2024).

3.4 Other Derived Security Threats

In addition to the above core threats, petrochemical ICS also face derived risks such as physical security threats and
data security threats. In terms of physical security, the loose management and control of equipment rooms and control
rooms allows external personnel to easily access industrial control equipment and implant malicious codes through
physical interfaces. In terms of data security, core data such as production data, process parameters and customer
information lack encryption protection, and are prone to theft and tampering during transmission and storage, trig-
gering data leakage and compliance risks. At the same time, the insufficient emergency response capacity, coupled
with the lack of sound industrial control security emergency plans in enterprises, leads to the inability to quickly
handle security incidents and easily causes the expansion of risks.

4. Cybersecurity Prevention and Control Strategies for Industrial Control Systems in the Petro-
chemical Industry

Combined with the industrial characteristics and security threats of petrochemical ICS, following the principles of
"defense in depth, least privilege, continuous prevention and control, and production priority", this paper builds an
all-round and multi-level industrial control network security prevention and control system based on three dimensions
of technology, management and emergency, taking into account both security protection and production stability to
achieve controllable risks and elimination of hidden dangers.
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4.1 Strengthen Technical Prevention and Control to Build a Solid Defense in Depth Line

4.1.1 Consolidate Network and Terminal Protection to Build a Basic Security Barrier

In combination with the production characteristics of petrochemical ICS, advance the dual protection of network
boundaries and terminal equipment simultaneously to build the first line of defense for industrial control security.
Divide network security domains based on "production areas + security levels" to realize physical or logical isolation
of the core control layer, monitoring layer and management layer. Install one-way isolation devices between core
systems and external/office networks, and deploy industrial firewalls, network gateways and industrial IDS/IPS
equipment. Configure whitelist policies for industrial protocols such as Modbus and OPC, shut down unnecessary
network services and ports, and accurately block malicious traffic and illegal intrusions. At the same time, conduct a
comprehensive investigation of vulnerabilities in aging industrial control equipment, strengthen physical isolation
for equipment that cannot be upgraded, deploy exclusive whitelist protection software for industrial control hosts,
standardize the system patch update process and strictly control operations during non-production hours, abolish
default accounts, implement strong passwords and two-factor authentication, and strictly control access rights in
accordance with the principle of least privilege to comprehensively make up for the safety shortcomings of equipment
systems (Moreno et al., 2018).

4.1.2 Promote the Security Hardening of Data and Protocols

Encrypt the storage and transmission of core production data and process parameters by combining symmetric and
asymmetric encryption to prevent data theft and tampering. In view of the security defects of traditional industrial
protocols, deploy protocol deep inspection tools to verify the legality of instructions and the integrity of data, replace
insecure protocols, and gradually promote the application of new industrial protocols with encryption and authenti-
cation functions such as OPC UA. Establish an industrial control data backup mechanism, adopt a local + remote
backup mode, and regularly back up system configurations and production data to prevent data loss caused by ran-
somware attacks.

4.2 Improve the Full-Process Management System to Fulfill the Responsibilities of Security Management
and Control

Based on the shortcomings in the industrial control security management of the petrochemical industry, build a stand-
ardized and full-process management and control system to consolidate the management defense line. Closely follow
industrial specifications such as Cybersecurity Classified Protection 2.0 and ISA 62443, formulate industrial control
security management systems covering all scenarios such as equipment, network, personnel, operation and mainte-
nance, and emergency response, clarify the rights and responsibilities of each post, incorporate industrial control
security into the production safety assessment system, and establish a normalized risk assessment mechanism to form
a closed-loop management and control of "inspection - rectification - re-inspection”. Set up a dedicated industrial
control security team, carry out hierarchical security training for personnel in different positions to strengthen their
safety awareness and practical operation capabilities, and strictly control the access and assessment of confidential
positions to prevent internal irregularities and malicious acts. In addition, strictly manage supply chain and third-
party operation and maintenance, strictly check the access and detection of equipment and software, standardize the
approval, full-process audit and authority management of remote access, and sign security and confidentiality agree-
ments to fully block management-related security vulnerabilities and consolidate the foundation of industrial control
security management and control.

4.3 Improve the Emergency Response System to Enhance the Efficiency of Risk Response

In view of the characteristics of petrochemical ICS security incidents such as strong suddenness and great harm, build
a full-process emergency prevention and control system to consolidate the bottom-line defense against risks. Com-
bined with the production taboos of the petrochemical industry and the operational characteristics of ICS, formulate
special emergency plans for scenarios such as cyber attacks, virus intrusion and system paralysis, clarify the emer-
gency organizational structure, disposal processes, division of responsibilities and safeguard measures, take into ac-
count both network security and production safety, and eliminate the formalization of emergency plans. Conduct
regular practical emergency drills for ransomware attacks, core system intrusions and other scenarios to verify the
practicality of the plans, temper the rapid response capabilities of the emergency team, conduct timely review of

DOI: 10.26855/itss.2026.06.001 4 Internet of Things and Smart Systems



Wentao Liu

shortcomings after drills and optimize processes to continuously improve response efficiency (laiani et al., 2020; Mc
Ewan, 2020). At the same time, improve the emergency support mechanism, reserve materials such as spare industrial
control equipment and protection tools, set up a professional technical support team, connect with external security
service providers, implement the information reporting system for major incidents, and realize multi-party collabo-
rative disposal to minimize accident losses.

5. Case Analysis
5.1 Case Background and Analysis of the Causes of the Safety Accident

A large coastal petroleum refining and chemical enterprise is a core petrochemical production entity in the region,
mainly engaged in crude oil deep processing and the production of refined oil and chemical raw materials. It is
equipped with multiple sets of high-value core refining and chemical installations such as atmospheric and vacuum
distillation and catalytic cracking. The entire plant relies on DCS, SCADA, ESD and other industrial control systems
to realize full-process continuous production management and control, with extremely high requirements for system
stability and security. However, the enterprise has long prioritized production over industrial control network security.
Its early industrial control network architecture had obvious defects: the IT and OT networks were not physically or
logically isolated, only ordinary IT firewalls were deployed, which could not adapt to the protection requirements of
industrial protocols, and there were no exclusive security protection measures for core industrial control terminals.
At the same time, the enterprise’s industrial control security management system was a mere formality, internal
personnel had weak safety awareness, and the management and control of third-party remote operation and mainte-
nance access was loose. The superposition of multiple security vulnerabilities laid a major hidden danger for cyber
attacks. In the second half 0f 2023, the enterprise suffered a ransomware attack exclusive to industrial control systems.
The virus broke through the defense line through the remote access port of third-party operation and maintenance,
and quickly conducted lateral infiltration by exploiting the vulnerabilities of Modbus protocol such as no authentica-
tion and plaintext transmission, directly causing the paralysis of DCS system nodes of three sets of core installations
and the encryption of key production data. The on-site alarm system failed, and the installations were forced to shut
down urgently. The accident caused the enterprise to suspend production for 48 hours directly, and the direct eco-
nomic loss exceeded 16 million yuan including equipment maintenance, production capacity gap and environmental
protection disposal costs, almost triggering a major production safety and environmental protection accident.

5.2 Implementation of Rectification Measures and Verification of Prevention and Control Effects

After the accident, the enterprise deeply reflected on its security shortcomings and carried out all-round and in-depth
industrial control security rectification work in strict accordance with the trinity prevention and control system of
"technology + management + emergency" constructed in this paper. At the technical level, it re-planned the industrial
control network security domains to realize zoning isolation of the control layer, monitoring layer and management
layer, deployed industrial firewalls and one-way isolation gateways to build a solid boundary defense line, built an
industrial control security situation awareness platform to realize real-time threat monitoring, deployed whitelist pro-
tection software for core hosts, and completed industrial protocol hardening and remote data disaster recovery backup
simultaneously. At the management level, it revised and improved 12 special industrial control security management
systems, set up a dedicated industrial control security management and control team, carried out hierarchical security
training for all employees, and strictly implemented the access approval, full-process audit and authority management
mechanism for third-party operation and maintenance to make up for management vulnerabilities. At the emergency
level, it refined the special emergency plans for ransomware attacks, system paralysis and other scenarios, and con-
ducted practical emergency drills every quarter to improve the efficiency of emergency response. After six months
of systematic rectification, the rectification rate of existing vulnerabilities in the enterprise’s industrial control system
reached 100%, the interception rate of abnormal attack behaviors exceeded 99%, no cyber security incidents have
occurred since then, and the core refining and chemical installations have achieved stable operation for more than
200 consecutive days. This has fully verified that the industrial control network security prevention and control strat-
egies proposed in this paper have strong practicability, operability and application value in the petrochemical industry.

6. Conclusions and Prospects

Cybersecurity of petrochemical ICS is the core guarantee for the production safety of the industry. Under the
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background of industrial digital transformation, the threats faced by the system are becoming increasingly complex
and diverse, making prevention and control work an urgent task. By analyzing the vulnerabilities and multi-dimen-
sional security threats of petrochemical ICS, this paper constructs a trinity comprehensive prevention and control
system of technology, management and emergency, and puts forward targeted prevention and control strategies in
line with the actual production of the industry, which can effectively resolve the cybersecurity risks of industrial
control networks and ensure the continuous and stable production of enterprises.

In the future, with the in-depth application of the Industrial Internet, artificial intelligence, blockchain and other
technologies in the petrochemical industry, the cybersecurity prevention and control of industrial control networks
will develop towards intelligence, initiative and collaboration. Petrochemical enterprises need to keep up with the
iteration of security technologies, improve the prevention and control system, and realize the synchronous advance-
ment of industrial control security and digital transformation. At the industrial level, it is necessary to accelerate the
formulation of unified security standards, build a collaborative prevention and control platform, and gather the forces
of the government, enterprises and research institutions to jointly resist industrial control network security threats
and build a solid safety barrier for the high-quality development of the petrochemical industry.
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