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  Abstract 
With the acceleration of urbanization, the limitations of traditional fixed monitoring 
systems in terms of field of view and flexibility are becoming increasingly apparent. 
Low-altitude Unmanned Aerial Vehicles (UAVs), leveraging their aerial perspec-
tive and high mobility, provide a new technological pathway for constructing a dy-
namic and intelligent security patrol system. This study aims to build an integrated 
low-altitude UAV intelligent patrol system encompassing perception, identifica-
tion, localization, and early warning, focusing on solving the key problems of ac-
curate identification and rapid localization of abnormal behaviors in complex sce-
narios. Methodologically, to address challenges such as significant scale variations 
of targets and complex backgrounds from the UAV perspective, mainstream object 
detection algorithms are optimized by introducing attention mechanisms to enhance 
robustness against small and occluded targets. A multi-modal behavior recognition 
strategy based on feature-level fusion is designed to improve the system’s adapta-
bility during nighttime and under adverse weather conditions. For localization, a 
collaborative positioning scheme integrating the Global Positioning System (GPS), 
Inertial Navigation System (INS), and visual information is proposed to achieve 
high-precision geographic coordinate calculation and trajectory tracking of identi-
fied targets. Through the combined application of deep learning model optimization 
and multi-source information fusion technology, this study effectively enhances the 
performance of the UAV patrol system in terms of abnormal behavior recognition 
accuracy and target localization precision, holding significant theoretical value and 
practical importance for improving the intelligence level of social security govern-
ance. 
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1. Introduction 

As China’s urbanization process deepens and large-scale public activities become increasingly frequent, social pub-
lic security governance faces unprecedented challenges. Traditional security systems primarily rely on fixed cam-
eras. While playing an important role, their limitations—such as blind spots in the field of view, poor mobility, and 
difficulty in responding rapidly to emergencies—are increasingly prominent. Particularly in complex and open areas, 
fixed monitoring cannot achieve effective coverage, and the reliance on manual interpretation of massive video data 
leads to low efficiency and a high rate of missed detections, failing to meet the real-time requirements of modern 
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security for “pre-event warning and in-event response.” In this context, low-altitude UAV technology, with its 
unique aerial perspective, high mobility, and ability to carry multiple sensors, offers a new approach to building a 
dynamic, intelligent, and three-dimensional security patrol system. UAVs can overcome terrain restrictions, achieve 
full coverage of patrol areas, and quickly reach incident sites for multi-angle inspection. However, possessing an 
advanced flight platform alone is insufficient. Its core value lies in upgrading from a “flying camera” to an “intelli-
gent aerial inspector,” meaning it must possess the capability to autonomously analyze information, intelligently 
identify abnormalities, and quickly locate incident positions. Therefore, researching automated abnormal behavior 
identification and localization technology based on low-altitude UAVs, achieving a paradigm shift from passive 
recording to active discovery, is of urgent practical significance and strategic value for enhancing the intelligence 
level of smart city security, emergency response, and other fields. 

In recent years, with the rapid development of computer vision and deep learning technologies, intelligent visual 
monitoring based on UAVs has become a research hotspot domestically and internationally [1]. Early research 
focused mainly on UAV platform control and video transmission, while the current emphasis has shifted to real-
time visual analysis based on onboard computing, with its technical feasibility validated in various scenarios such 
as infrastructure inspection and environmental monitoring. At the algorithm level, deep convolutional neural net-
work models, represented by detectors like Single Shot MultiBox Detector (SSD) and the YOLO series, have laid 
the foundation for behavior recognition. Particularly, the YOLO series algorithms have attracted much attention due 
to their good balance between speed and accuracy. However, applying these models to UAV aerial perspectives still 
faces challenges such as significant target scale variations, unique viewing angles, complex backgrounds, and fre-
quent occlusions, leading to insufficient accuracy in small target detection and weak model generalization. Design-
ing lightweight and robust specialized models remains a current difficulty. In terms of abnormal behavior recogni-
tion, existing methods mostly focus on a limited set of predefined behaviors, lacking the ability to identify unknown 
abnormal patterns. In localization technology, collaborative positioning schemes integrating GPS, INS, and visual 
information have become mainstream, but research primarily concentrates on the UAV’s self-localization. How to 
combine self-localization with visual localization of dynamic targets to achieve precise geographical tagging and 
stable tracking of identified targets remains a direction requiring in-depth exploration. Overall, current technologies 
still have room for improvement in terms of the adaptability of recognition models in complex scenes, the effective 
fusion of multi-modal information, and the integrated system combining identification and localization. 

2. Related Theories and Technological Foundations 

2.1 Composition of Low-altitude UAV Patrol System 

A complete low-altitude UAV intelligent patrol system mainly consists of four core modules: the flight platform, 
the perception system, the onboard computing unit, and the communication and positioning system. The flight plat-
form typically uses multi-rotor UAVs, chosen for their vertical take-off and landing, hovering capability, and high 
mobility, making them suitable for detailed patrol tasks in complex urban environments. The perception system is 
the source of data, generally equipped with high-resolution visible-light cameras and infrared thermal imaging sen-
sors, used for high-definition image capture during daytime and thermal radiation detection at night or in adverse 
weather, respectively, forming complementary data sources. The onboard computing unit serves as the edge pro-
cessing core, often employing embedded GPU solutions to undertake real-time target detection and tracking tasks, 
significantly improving response efficiency. The communication and positioning system ensures reliable data trans-
mission and precise spatial awareness, integrating modules like GPS and IMU, providing the foundation for subse-
quent localization. The collaborative operation of these modules builds a solid hardware foundation for UAV intel-
ligent patrols. 

2.2 Deep Learning and Object Detection Algorithms 

Deep Convolutional Neural Networks (CNNs) are the core driver of current object detection tasks. They automati-
cally extract hierarchical features from images through multi-layer convolution and pooling operations, avoiding 
the complex hand-crafted feature design of traditional methods. Object detection algorithms are mainly divided into 
two-stage and one-stage detectors. Two-stage detectors (e.g., Faster R-CNN) first generate candidate regions con-
taining potential targets and then perform classification and bounding box regression on these regions, offering 
higher accuracy but relatively slower speed. One-stage detectors (e.g., the YOLO series) treat detection as a regres-
sion problem, directly predicting target categories and locations within the image, offering significant speed ad-
vantages, making them more suitable for the real-time processing requirements of UAV platforms [2]. To address 
challenges like significant scale variations, difficulty in detecting small targets, and complex background 
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interference from the UAV perspective, researchers often improve baseline models by introducing attention mech-
anisms and optimizing feature pyramid structures to enhance robustness and accuracy in aerial scenarios. 

2.3 Multi-source Information Fusion and Positioning Technology 

Multi-source information fusion technology improves system accuracy and reliability by collaboratively processing 
data from different sensors. Its fusion levels mainly include data-level, feature-level, and decision-level fusion [3, 
4]. In positioning, single technologies have their own limitations: GPS provides absolute coordinates but is suscep-
tible to obstruction and has errors; INS has high data update rates but suffers from cumulative errors; visual SLAM 
can provide relative pose information but is sensitive to environmental texture. Therefore, collaborative positioning 
schemes integrating GPS, INS, and visual information have become mainstream. Algorithms such as Kalman fil-
tering are used for optimal estimation of multi-source data, effectively suppressing errors from individual sensors 
and achieving high-precision, highly reliable localization for both the vehicle and targets. This fusion strategy pro-
vides key support for UAVs to achieve stable tracking and precise positioning in complex environments. 

3. Abnormal Behavior Recognition Model Based on UAV Platform 

3.1 Definition of Abnormal Behavior and Dataset Construction 

Constructing a UAV abnormal behavior recognition model first requires defining the scope of abnormal behaviors. 
This study focuses on several typical abnormalities in public security scenarios: sudden crowd gathering, rapid 
running or chasing, illegal intrusion into restricted areas, physical fights, and traffic accidents [5]. The common 
feature of these behaviors is the potential to cause public security risks or disrupt order. As existing public datasets 
lack specialized data for abnormal behaviors from low-altitude UAV perspectives, building a high-quality, dedi-
cated dataset becomes the foundation for model research. Our designed scheme emphasizes data collection across 
multiple scenarios (e.g., campuses, squares, roads), time periods, and weather conditions, synchronously acquiring 
visible light and infrared video streams to support all-weather monitoring needs. Data preprocessing includes strict 
cleaning and filtering of valid segments, followed by professional annotation—bounding box annotation of targets 
like pedestrians and vehicles in video frames, and behavior category labeling for sequences. To further enhance 
model generalization, data augmentation techniques (such as rotation, brightness adjustment, noise addition, simu-
lating rain and fog, etc.) are introduced to expand the diversity and scale of the dataset, providing reliable support 
for subsequent model training and validation. 

3.2 Design of an Improved Object Detection and Recognition Algorithm 

To address challenges like significant scale variations, dense small targets, and complex backgrounds from the UAV 
perspective, targeted optimization of the baseline detection model is necessary [6]. For scale adaptability, the Path 
Aggregation Network (PANet) is introduced to enhance the feature pyramid structure, strengthening the fusion of 
low-level precise location information and high-level semantic features, thereby improving the model’s perception 
ability for targets at various distances. To improve small target detection and mitigate complex background inter-
ference, the Convolutional Block Attention Module (CBAM) is embedded, allowing adaptive focus on key features 
in both channel and spatial dimensions, suppressing responses to irrelevant information. In loss function design, 
CIoU Loss is adopted to replace the traditional IoU Loss. Comprehensively considering geometric factors such as 
overlap area, center point distance, and aspect ratio, it provides a more accurate gradient direction for bounding box 
regression, accelerating model convergence and improving localization accuracy. These collaborative optimization 
strategies aim to significantly enhance the model’s adaptability and recognition robustness for UAV aerial scenarios 
while maintaining the algorithm’s real-time performance. 

3.3 Behavior Recognition Fusion Strategy Based on Multi-modal Data 

To achieve all-weather abnormal behavior monitoring, this study adopts a feature-level fusion strategy to integrate 
the complementary advantages of visible light and infrared modal data [4, 7]. Visible light images provide rich 
texture details during the day, while thermal infrared images can effectively detect targets through thermal radiation 
at night or in adverse weather, significantly enhancing the system’s environmental adaptability. This is implemented 
specifically through a dual-stream network architecture: the two branches process registered visible light and infra-
red images separately, using the improved backbone network to extract high-level features. The fusion stage intro-
duces an adaptive weighting mechanism, where a lightweight sub-network dynamically generates weight coeffi-
cients representing the importance of each modality. For example, it increases the weight of visible light features 
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under good lighting conditions and increases the weight of infrared features under low visibility conditions. The 
weighted features are then concatenated along the channel dimension. Compared to fixed rules, this adaptive fusion 
method can more flexibly respond to complex environmental changes, allowing the model to autonomously adjust 
its information utilization strategy. Finally, the fused features are fed into a classifier to achieve highly robust ab-
normal behavior recognition under all-weather conditions. 

4. Precise Localization and Tracking of Abnormal Targets 

4.1 Collaborative Localization Scheme Fusing Multi-source Information 

To achieve precise localization of abnormal targets, this study designed a tightly-coupled GPS/INS/visual collabo-
rative positioning scheme based on the Extended Kalman Filter (EKF). This scheme effectively overcomes the 
limitations of single-sensor positioning through multi-sensor data fusion [9]. GPS provides absolute position refer-
ence but is susceptible to environmental influences; INS guarantees short-term accuracy but has cumulative errors; 
while visual odometry can provide drift-free relative pose estimation. The system state vector includes the UAV’s 
pose, velocity, and IMU bias parameters. GPS outputs position and velocity observations at low frequency to correct 
the long-term drift of INS; INS utilizes its high-frequency characteristics to deduce the motion state; visual infor-
mation calculates the inter-frame pose transformation through feature matching or direct visual odometry (VO), 
serving as high-frequency observations input to the EKF. After a target is detected, its pixel coordinates are con-
verted to the camera coordinate system via the camera imaging model, and then combined with the optimized UAV 
pose to ultimately resolve the target’s geographic coordinates. This scheme fully utilizes the complementary char-
acteristics of each sensor: GPS ensures long-term stability, INS guarantees dynamic performance, and vision pro-
vides precise relative observations. Optimal estimation achieved through the EKF significantly improves position-
ing accuracy and reliability, laying the foundation for subsequent tracking. 

4.2 Real-time Tracking Technology for Dynamic Targets 

After target identification and initial localization are completed, continuous tracking of dynamic targets is required 
[8]. This study adopts the DeepSORT algorithm framework, which introduces appearance feature association on 
the basis of the SORT algorithm, effectively solving the problem of target re-identification in complex scenes. 
DeepSORT achieves efficient tracking through a dual-branch network: the detection branch uses the improved 
YOLO model to complete target identification, and the Re-identification (Re-ID) branch extracts the deep appear-
ance features of the targets. In the data association stage, the algorithm synthesizes two metrics: motion model and 
appearance features. It uses the Kalman filter to predict the motion trajectory and calculates the Mahalanobis dis-
tance between the detection bounding box and the predicted bounding box as the motion cost; simultaneously, it 
measures appearance feature similarity using cosine distance. After weighted fusion of the two costs, the Hungarian 
algorithm is used to complete the optimal matching. This design enables the system to maintain stable identity 
identification even when targets are briefly occluded or exhibit crossing motions. Through the collaborative work 
of trajectory prediction and feature matching, DeepSORT can effectively suppress identity switches, achieving con-
tinuous and accurate motion trajectory estimation, providing reliable basis for behavior analysis and early warning 
decision-making. 

4.3 Localization Result Visualization and Early Warning Mechanism 

To enable effective utilization of patrol information, this study developed a visualization and early warning system 
based on electronic maps. The system maps identification results and localization information onto 2D/3D maps in 
real-time through a GIS interface, using differentiated icons and colors to distinguish various abnormal behaviors, 
such as red arrows indicating fast-running targets and yellow areas indicating crowd gatherings. The system sup-
ports user-defined warning rules, including multi-dimensional conditions such as area intrusion, density thresholds, 
and duration. When a target meeting the warning conditions is detected, the monitoring interface automatically 
triggers multi-level alarms: map annotations highlight and blink, sound alerts prompt, and pop-up windows display 
detailed information (including target screenshots, location coordinates, motion trajectories, etc.). Simultaneously, 
the system supports the automatic pushing of alarm information to the command center, providing decision support 
for emergency response. This closed-loop processing flow achieves full-chain automation from “perception-identi-
fication-localization-warning,” significantly improving the discovery efficiency of abnormal events and the timeli-
ness of response. Through intuitive visual presentation and an intelligent warning mechanism, it provides effective 
technical support for public security governance. 
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5. Conclusion and Outlook 

This study systematically explored the key technical issues of intelligent patrol, identification, and localization of 
abnormal behaviors based on a low-altitude UAV platform, forming a complete technical path from theoretical 
methods to system integration. The research first defined the scope of typical abnormal behaviors in public security 
scenarios and planned a dedicated multi-modal dataset construction scheme, laying the foundation for algorithm 
research. To address unique challenges such as significant scale variations of targets and complex backgrounds from 
the UAV perspective, the study designed a comprehensive optimization scheme for target detection algorithms. By 
introducing attention mechanisms, optimizing the feature pyramid structure, and improving the loss function, it 
significantly enhanced the accuracy and robustness of the detection model. The core innovation lies in proposing a 
multi-modal information fusion strategy based on feature-level adaptation, achieving intelligent complementarity 
between visible light and infrared information at the feature level, effectively enhancing the system’s environmental 
adaptability under all-weather conditions. Meanwhile, by designing a tightly-coupled collaborative positioning 
scheme integrating GPS, INS, and visual information, combined with the improved DeepSORT algorithm, precise 
localization and stable tracking of dynamic targets were achieved. Finally, the research constructed a complete 
system architecture integrating identification, localization, visualization, and early warning, providing a feasible 
solution for the practical application of low-altitude UAV intelligent patrol systems. These research results demon-
strate strong innovation and practicality from algorithm optimization to system integration, providing important 
technical support for enhancing the intelligence level of social security governance. 

Looking ahead, several issues in this research direction warrant further exploration. Although the current model 
performs well in recognizing several predefined types of abnormal behaviors, how to equip the model with the 
ability to recognize a wider range, especially unknown abnormal patterns, still requires further research [10]. Intro-
ducing cutting-edge technologies such as few-shot learning and zero-shot learning may be effective ways to address 
this challenge. In terms of multi-modal fusion, the current system mainly integrates visible light and infrared infor-
mation. Future work could consider introducing new sensors, such as millimeter-wave radar, to form more multi-
modal fusion schemes, further enhancing the system’s perception capability under extreme weather conditions. At 
the system architecture level, while the current research focuses on a single UAV platform, future efforts could 
explore multi-UAV collaborative perception and task allocation mechanisms, expanding the coverage area and im-
proving patrol efficiency through the collaborative operation of UAV clusters. Furthermore, engineering practical 
issues such as communication delays and limitations in onboard computing capacity are also key challenges that 
need to be addressed in actual deployment. It is worth noting that emerging architectures like Transformers, with 
their increasing prominence in processing sequential data, and the application potential of unsupervised learning 
techniques in anomaly detection, offer promising directions for breakthroughs in UAV-based abnormal behavior 
recognition. Overall, intelligent patrol technology based on low-altitude UAVs still holds vast research space and 
application prospects. Future work will continue to deepen efforts in algorithm lightweighting, system integration 
level, and scenario adaptability, promoting the technology towards practical and large-scale applications. 
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