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  Abstract 
Grassroots police officers in public security operate in high-stress work environ-
ments, and their mental health is crucial for the force’s operational effectiveness 
and social stability. Currently, the traditional paper-based psychological testing 
model faces three major challenges: data distortion, delayed assistance, and imper-
fect mechanisms. This study aims to construct a digital psychological assessment 
and rescue system using a WeChat-based platform as the carrier. By introducing 
professional test banks, establishing intelligent early warning mechanisms, inte-
grating internal and external expert resources, and building robust data security de-
fenses, it seeks to achieve closed-loop management of the entire chain from “as-
sessment - early warning - consultation - rescue”. The innovation of this pathway 
lies in the deep integration of technology, data, and mechanisms, providing an op-
erable solution to overcome the “last-mile” challenge in psychological services for 
police officers. It holds significant theoretical and practical importance for enhanc-
ing the mental health management level of the public security force. 
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1. Introduction 

The construction of the public security force in the new era places higher demands on the mental health management 
of police officers. Grassroots officers are consistently exposed to high-pressure, high-stress work environments, lead-
ing to continuously increasing psychological load. If mental health issues are not effectively addressed, they can not 
only affect individual physical and mental health but also lead to low morale, decreased work efficiency, and even 
trigger occupational risk behaviors. Domestic and international research consistently shows that the incidence of 
psychological issues such as depression, anxiety, and post-traumatic stress disorder among police populations is sig-
nificantly higher than in the general population [1]. Currently, psychological testing and rescue work at the grassroots 
level in public security still face three core dilemmas: testing methods are primarily paper-based, resulting in low 
data collection efficiency and difficulty in ensuring authenticity; identification and rescue of psychological problems 
are generally delayed, with interventions often occurring after problems have worsened; existing rescue mechanisms 
are fragmented, lacking professionalism and systematization, making it difficult to meet the actual needs of officers. 
Therefore, there is an urgent need to build a new, fully chained, digital, and rapidly responsive psychological service 
system to achieve closed-loop management of “early detection, early intervention, early resolution,” thereby effec-
tively enhancing the force’s operational effectiveness and organizational health. 

https://www.hillpublisher.com/journals/acc/


Ziyue Jia, Yiqian Cang, Shuifeng Zhang, Huilian Zhang, Ziqin He 
 

 

DOI: 10.26855/acc.2025.12.004 281 Advances in Computer and Communication 

 

On theoretical and technical levels, psychological assessment has gradually transitioned from paper-based to dig-
ital formats. Mobile internet and big data technologies make it possible to implement large-scale, high-efficiency, 
high-reliability, and high-validity dynamic assessments. Domestic and international research generally recognizes the 
applicability of digital assessments in high-stress occupational groups. However, in the practice within the public 
security system, such attempts are still in their infancy, suffering from issues such as insufficient professionalism, 
weak privacy protection, and a lack of system integration. Meanwhile, research on psychological crisis intervention 
and rescue models has also accumulated rich results. The successful application of Employee Assistance Programs 
in enterprises indicates that systematic, confidential psychological support can significantly enhance individual health 
and organizational effectiveness. Drawing on domestic and international psychological assessment and EAP models 
[1, 2], and considering the occupational characteristics and management realities of the public security force, this 
study proposes the construction of a digital pathway using the WeChat platform as the carrier, integrating assessment, 
early warning, consultation, and rescue. This pathway, through internal-external expert collaboration and online-
offline integration, strives to break the spatiotemporal and resource limitations of traditional service models. It pos-
sesses both theoretical innovativeness and practical feasibility, providing a clear direction for advancing the system-
atization and professionalization of psychological services for public security police officers. 

2. Analysis of the Current Situation and Problems in Psychological Testing and Rescue for 
Grassroots Police Officers 

2.1 Limitations of Traditional Paper-Based Psychological Testing 

Traditional paper-based psychological testing has many limitations in its implementation. The primary issue is the 
difficulty in ensuring data authenticity. When filling out paper questionnaires, officers often conceal their true feelings 
due to concerns about information leakage or distrust of management, leading to distorted assessment results. Sim-
ultaneously, the paper-based testing process is cumbersome and time-consuming, often requiring several weeks from 
distribution, collection, to data entry and analysis, making dynamic monitoring and timely feedback on psychological 
states impossible. This lag prevents managers from grasping real-time trends in officers’ psychological changes and 
effectively intervening when problems first arise. 

Furthermore, data processing for paper-based tests relies on manual entry, which is prone to errors and lacks sup-
port from efficient analytical tools [2]. Test results are mostly presented in static reports, making cross-temporal and 
cross-group comparative analysis difficult, thus limiting their role in decision support. As public security work ac-
celerates and psychological problems diversify, traditional methods can no longer meet the needs of precise and 
personalized psychological services. Therefore, promoting the digital transformation of testing methods is not only 
an inevitable technological upgrade but also key to enhancing the scientific nature and effectiveness of psychological 
services. 

2.2 Analysis of the Lag in Identifying Psychological Problems and Providing Rescue 

Early identification and intervention for psychological problems are prerequisites for effective rescue. However, un-
der the current system, officers’ psychological issues are often only identified after developing into serious disorders 
[2]. This lag primarily stems from two aspects: firstly, the lack of normalized, discreet assessment channels, leaving 
officers without low-threshold avenues to express psychological distress; secondly, the widespread stigma associated 
with psychological problems among officers leads many to hesitate in seeking help actively, fearing impacts on career 
development or colleague relationships. This “culture of silence” causes psychological issues to be neglected in their 
budding stages, only receiving forced intervention when they affect work or life. 

Additionally, existing psychological services are mostly focused on post-hoc remediation, lacking proactive early 
warning mechanisms. For instance, collective psychological debriefing is often organized only after major critical 
incidents, while the accumulation of chronic stress in daily work remains systematically unaddressed. This frag-
mented service model fails to form continuous psychological support, greatly reducing the effectiveness of rescue 
efforts. This study points out that to break this dilemma, it is necessary to build an integrated, intelligent psychological 
monitoring and response system, achieving early identification and intervention of psychological risks through data-
driven approaches. 
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2.3 Deficiencies and Challenges of Existing Rescue Mechanisms 

The current psychological rescue mechanisms within the public security system suffer from issues such as fragmented 
resources, insufficient professionalism, and singular forms [3]. Firstly, psychological service resources are often dis-
persed across different departments like political work, unions, and medical services, lacking a unified platform for 
integration and coordination. This results in officers not knowing how to seek help or having difficulty accessing 
continuous services when needed. Secondly, internal psychological counselors are often part-time, with varying pro-
fessional backgrounds and practical experience, making it difficult to address complex psychological issues; while 
the introduction of external resources is often limited by confidentiality, cost, and other issues, preventing stable 
cooperation. 

Furthermore, existing rescue forms primarily consist of face-to-face counseling and collective lectures, lacking 
anonymous, online support channels, which fail to meet officers’ dual needs for privacy and convenience. Especially 
in grassroots police stations, officers have heavy workloads and fragmented time, making traditional offline service 
models less accessible. These problems collectively lead to low willingness among officers to seek help, creating 
obvious gaps in the psychological safety net. Therefore, there is an urgent need, through mechanism innovation and 
technological empowerment, to build a psychological rescue system with concentrated resources, strong profession-
alism, and diverse forms, truly achieving “zero-distance psychological services.” 

3. Design of the Digital Transformation Pathway for Psychological Testing and Rescue 

3.1 Construction of the WeChat-Based Digital Platform 

This study proposes building an integrated psychological assessment and rescue platform using a WeChat Mini Pro-
gram or Official Account as the carrier. WeChat, as a national-level application, offers advantages such as a high 
penetration rate, ease of use, and relatively good privacy, effectively lowering the usage threshold and psychological 
burden for officers. The platform will integrate core functions, including psychological testing, instant evaluation, 
resource, and online consultation, achieving “one-stop service” and avoiding the operational complexity and infor-
mation silos caused by switching between multiple systems. Through a lightweight, modular design, the platform can 
adapt to the needs of public security organs at different levels, supporting rapid deployment and flexible expansion. 

In terms of architectural design, the platform adopts a front-end and back-end separation technology. The front-
end is responsible for user interaction and interface display, while the back-end handles data storage, analysis, and 
business logic processing. Cloud deployment ensures high availability and scalability of the system. Simultaneously, 
the platform will securely interface with the public security internal network system to achieve identity authentication 
and data synchronization, ensuring the authority and continuity of services. This overall architecture not only reflects 
technological advancement but also emphasizes the integration of user experience and organizational management, 
providing a solid carrier for the digital transformation of psychological services in public security. 

3.2 Core Functional Module Design 

The psychological testing module is the core foundation of the platform. This study designs the introduction and 
localization of specialized psychological assessment test banks for public security police officers, covering multiple 
dimensions such as stress perception, job burnout, and psychological resilience, ensuring the professionalism and 
relevance of the assessments. Through methods like random question presentation and situational simulation items, 
habitual responses of test-takers are reduced, enhancing assessment validity. Test results will automatically generate 
individual and group analysis reports, providing data support for subsequent early warning and intervention. This 
module supports both periodic and non-periodic testing, meeting different needs for normalized monitoring and spe-
cialized screening. 

The intelligent evaluation and early warning module, based on assessment data, establishes scientific classification 
and grading models to dynamically evaluate the psychological state of officers [4]. The system automatically identi-
fies high-risk individuals and triggers an early warning mechanism, notifying managers and the expert team for timely 
intervention. Meanwhile, the systematic rescue and consultation module provides functions such as online appoint-
ment, anonymous text/voice consultation, psychological knowledge popularization, and crisis hotline connection, 
forming a multi-level, multi-channel support network. Through the organic integration of these functions, the plat-
form achieves a full-process closed loop from “testing” to “evaluation” to “assistance,” truly building an intelligent, 
responsive psychological service system. 
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3.3 Construction of the Expert Team Collaboration Model 

To ensure the professionalism and sustainability of psychological services, this study designs a joint expert pool 
composed of public security system internal officers with psychological backgrounds and external social psycholog-
ical counseling experts. Internal experts, familiar with the police culture and organizational environment, are respon-
sible for preliminary screening, daily care, and initial crisis intervention. External experts provide in-depth, profes-
sional, anonymous consultation services, especially utilizing their expertise in complex issues like trauma processing 
and family relationships. Through internal-external collaboration, both the professionalism of the service and the 
officers’ sense of trust and acceptance can be enhanced. 

In terms of the collaboration mechanism, the platform establishes an expert dispatch center for intelligent matching 
based on problem type, urgency level, and expert specialization. Simultaneously, a regular case discussion and su-
pervision system is established to enhance the overall capability and service quality of the team. Furthermore, through 
online training and knowledge base construction, internal psychological backbone personnel are continuously em-
powered, forming a talent cultivation model of “specialists leading part-timers, combining specialists and part-timers.” 
This design not only optimizes resource utilization efficiency but also constructs an open, collaborative, and contin-
uously improving psychological service ecosystem. 

3.4 Data Security and Privacy Protection 

Data security and privacy protection are primary concerns for officers using digital psychological services. This study 
treats data security as the lifeline of platform construction, designing full-process encryption and desensitization 
solutions from data collection, transmission, storage, to access [5]. In the data transmission phase, the SSL/TLS 
protocol encryption is used to prevent man-in-the-middle attacks. In the data storage phase, sensitive information is 
anonymized, and distributed storage and backup strategies are employed to ensure data integrity and availability. 

Regarding access control, a strict permission management system is established, implementing graded authoriza-
tion and log auditing. Assessment and consultation data can only be accessed by authorized personnel (such as direct 
supervisors, expert teams) when necessary, and all operations are logged to prevent misuse and leakage. Simultane-
ously, the platform clearly informs users of the scope of data usage and their rights, and establishes complaint and 
appeal channels to enhance officers’ trust in the platform. Through these mechanisms, concerns about information 
leakage are thoroughly eliminated, laying a foundation of trust for the promotion of digital psychological services. 

4. Expected Outcomes and Implementation Safeguards of Digital Transformation 

4.1 Enhancing the Accuracy and Timeliness of Psychological Assessment 

Digital transformation will significantly enhance the accuracy and timeliness of psychological assessment. Through 
the WeChat-based platform, officers can undergo assessments anytime and anywhere, with data uploaded in real-time 
and automatically analyzed, avoiding data distortion caused by time delays and human errors in traditional methods 
[5]. The system supports normalized assessment, capable of capturing dynamic changes in officers’ psychological 
states, providing managers with a more comprehensive and authentic decision-making basis. Furthermore, the anon-
ymized testing environment helps officers lower their guard and answer honestly, thereby obtaining higher-quality 
data resources. 

At the data analysis level, the platform utilizes big data and machine learning technologies to achieve intelligent 
identification and prediction of individual and group psychological trends [6]. For example, through longitudinal data 
comparison, the system can identify early signs of deteriorating psychological states and issue timely warnings. This 
data-driven management approach not only enhances the scientific nature of psychological services but also provides 
data support for the long-term optimization of mental health management in the public security force. Ultimately, 
through accurate and timely assessment, the system can build personalized psychological profiles for each officer, 
achieving a shift from a “one-size-fits-all” approach to “tailored strategies for individuals.” 

4.2 Realizing the Timeliness and Personalization of Psychological Rescue 

A core objective of digital transformation is to realize the timeliness and personalization of psychological rescue [6]. 
Through the intelligent early warning mechanism, the system can shift from passively waiting for help-seeking to 
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actively discovering and intervening, achieving “second-level response”, especially for high-risk individuals. The 
online consultation module breaks spatiotemporal limitations, allowing officers to choose text, voice, or video meth-
ods for support based on their needs, greatly enhancing service accessibility. Furthermore, based on assessment re-
sults and historical records, the platform recommends personalized intervention plans for officers with different risk 
levels and problem types, forming “tailor-made” psychological support. 

In terms of resource integration, the platform, through expert dispatch and multi-channel access, ensures that every 
officer can receive professional services matching their needs [7]. For instance, providing self-help resources and 
psychological education for those with mild stress, arranging online consultations for those with moderate distress, 
and initiating offline intervention and referral mechanisms for severe crises. This tiered and classified rescue model 
optimizes resource utilization efficiency while enhancing intervention precision. Ultimately, through timely and per-
sonalized rescue, the system can effectively reduce the risk of psychological problems worsening and improve the 
overall mental health level of officers. 

4.3 Organizational and Institutional Safeguards for Project Implementation 

To ensure the smooth implementation and sustainable operation of the digital transformation project, strong organi-
zational and institutional safeguards must be established [7]. Firstly, the project needs to secure the attention and 
policy endorsement from senior public security leadership, incorporating it into key projects for force construction, 
and clarifying the responsibilities and collaboration mechanisms of various departments. For example, having the 
Political Work department take the lead, with collaborative support from departments like Logistics Support and 
Science & Technology, forming a cross-departmental task force to ensure resource investment and policy support. 
Secondly, supporting management systems for platform operation, expert appointment, crisis intervention procedures, 
etc., should be formulated to standardize service standards and operational procedures, preventing arbitrariness and 
fragmentation during execution. 

In institutional design, a project evaluation and optimization mechanism should be established, regularly monitor-
ing indicators such as platform usage effectiveness, user satisfaction, and problem resolution rate, and continuously 
improving based on feedback. Simultaneously, personnel training and promotional efforts should be strengthened to 
enhance all officers’ awareness and acceptance of digital psychological services. Through these organizational and 
institutional safeguards, the project can not only be successfully implemented but also continuously iterate and up-
grade during long-term operation, eventually becoming an indispensable part of the public security psychological 
service system. 

5. Conclusion and Outlook 

This study systematically demonstrates the necessity and feasibility of the digital transformation of psychological 
services for public security police officers, constructing an integrated “assessment - early warning - rescue” platform 
using the WeChat terminal as the carrier, promoting a model innovation from passive response to active prevention, 
and from fragmented services to systematic management. Theoretically, the research enriches the intersection of 
police psychology and digital governance, expands the theoretical dimensions of mental health management for the 
public security force, and provides a referential framework for psychological services in the public sector [8]. Prac-
tically, this model enhances the accessibility, precision, and confidentiality of psychological services through digital 
means, effectively reduces human resource loss caused by psychological problems, enhances force stability and op-
erational effectiveness, and possesses the potential for extension to other emergency occupational groups. 

Looking ahead, technologies such as artificial intelligence, natural language processing, and virtual reality can be 
further integrated to achieve intelligent assessment of psychological states and immersive training for trauma inter-
vention, constructing a “cloud + terminal + human” collaborative intelligent psychological ecosystem. At the promo-
tion level, efforts should be made to promote cross-regional data sharing and service standardization, deeply integrat-
ing police mental health management into the modernization layout of national governance. Through policy support 
and mechanism guarantees, a full-cycle, intelligent, and sustainable psychological security system should be gradu-
ally built, providing solid support for the high-quality development of public security endeavors. 

 



Ziyue Jia, Yiqian Cang, Shuifeng Zhang, Huilian Zhang, Ziqin He 
 

 

DOI: 10.26855/acc.2025.12.004 285 Advances in Computer and Communication 

 

Funding 

This research was funded by the General Innovative Training Project of Jiangsu Province’s College Students’ Inno-
vation and Entrepreneurship Training Program: “Research on the Digital Transformation of Psychological Testing 
and Rescue Pathways for Grassroots Police Officers in Public Security” (S202512213023). 

References 
[1] Gang Y, Gu RH, Wang YB. The Relationship between Police Psychological Stress and Job Burnout: The Mediating Role of 

Leisure Lifestyle. J Yunnan Police Coll. 2025;(03):122-128. 

[2] Zhang JJ, Santiago Gascón, Tang FR, et al. The Impact of Social Support on Police Job Burnout: The Mediating Role of Psycho-
logical Empowerment. J Environ Occup Med. 2023;40(08):918-922+964. 

[3] Yang M. The Influence of Occupational Stress and Psychological Contract on Occupational Adaptation of New Police Officers. 
China Occup Med. 2022;49(04):416-420. 

[4] Li YQ, Ren ZH, Jiang GR. A Meta-analysis of the Mental Health Status of Police Officers in Chinese Public Security Agencies. 
Adv Psychol Sci. 2016;24(05):692-706. 

[5] Li F, Wang P, Wang HS. Public Security: Sending Both Police Practical Training and Mental Health “to the Grassroots”. Anhui 
Legal News. 2025 Nov 5;Sect.002. 

[6] Chen XY, Xie CF, Lei RH. Governing from the Heart, Strengthening the Foundation and Cultivating the Source—Practical Ex-
ploration of Association-based Group Psychological Counseling in Public Security Petition and People’s Livience Policing Work. 
Psychol Health. 2024;(S2):45-47. 

[7] Per HM, Arnfinn AJ, Kristin FE. Policing mental health? Norwegian police’s work with preventing radicalization into violent 
extremism. Behav Sci Terror Polit Aggress. 2024;16(2):248-262. 

[8] Collins IP. Review of: Police psychology: New trends in forensic psychological science. J Forensic Sci. 2023;68(3):1105-1106. 


