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Introduction

In the era of Internet communication, computer technology uses electronic computers as carriers to collect, transmit
and process information. It is a new way of information processing. As a result, the importance of computer infor-
mation data encryption technology has gradually become prominent. As an important tool for protecting information
data security, encryption technology is also facing many challenges in infrastructure, database storage, network se-
curity, etc. in the context of the new era. With the goal of ensuring computer information data security, improving the
protection and usability of encryption technology has become a focus of research in the computer field.

1. Working principle of computer data encryption technology

The working principle of data encryption technology: based on the application of encryption algorithms, ciphertext
is created. The staff needs to use a fixed key to unlock the complete ciphertext content. In fact, it is to use the encryp-
tion function and key to re-sort the network information and generate the encrypted ciphertext. In the process of
receiving information, the information receiver needs to use the encryption function and key specified in advance to
decrypt the ciphertext to ensure the security of computer network information in the transmission and application
links. The commonly used computer encryption algorithms mainly include the encryption information permutation
table algorithm, the encryption information cyclic shift method, the encryption information XOR operation algorithm,
etc.

2. Factors affecting computer network security
2.1 Software attack

Hacker attacks and network viruses are the most common security risks in computer networks. They can invade
computer network systems, causing risks such as system paralysis and information leakage. In order to deal with the
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security issues of computer network systems, virus detection and killing software must be used to improve the level
of network security protection. However, virus detection and killing software often detects and kills specific viruses,
and there is a certain lag in application. If some criminals use network viruses, Trojan viruses, etc. to attack computer
network systems and steal accounts and information, it will cause serious network security risks.

2.2 Computer system problems

The first is the computer operating system, which is an important prerequisite for ensuring the operation of computers
and software. It has strong scalability and rich functions, which brings hidden dangers to computer network security.
Even old computer companies like Microsoft have encountered network security problems. The other is computer
system software. Since some computer system software has many loopholes in the early development process, this
provides hackers with opportunities to invade directly. By implanting Trojan viruses in computers, they launch attacks
on computers and achieve comprehensive control over computer equipment, taking the opportunity to view confi-
dential files and steal user passwords.

2.3 Inadequate security maintenance

During the operation of the computer system, it is necessary to continuously monitor the operating status of the server,
improve security awareness, promptly detect abnormal conditions in the system operation, and locate and trouble-
shoot faults. If the security maintenance of the computer information system is neglected, it will increase the operating
risk of the information system and provide some security loopholes with opportunities for invasion; in addition, the
network firewall is an important barrier to protect the computer system from attacks by viruses, hackers, etc. If the
network firewall is not configured properly, the software is not updated in time, and the virus is not detected and
killed in place, it will provide some network viruses with opportunities to invade, causing security risks to the com-
puter information system.

3. Key points of data encryption technology application in computer network security
3.1 Symmetric and asymmetric encryption

Symmetric encryption and asymmetric encryption are two common types of computer information data encryption
technology. Symmetric encryption technology is one of the simpler and more frequently used encryption technologies
in current information data encryption technology. This encryption technology is an encryption technology that real-
izes encryption and decoding functions at the same time based on single- key encryption. This encryption technology
is used in data transmission processes with large amounts of data due to its simple operation and fast encryption
speed. Asymmetric encryption and symmetric encryption are essentially different in terms of the number of keys.
Symmetric encryption only requires one key, while asymmetric encryption requires two keys, namely the public key
(publickey) and the private key (privatekey). In the actual information data encryption process, users must hold the
public key and the private key.

3.2 Key data encryption

When using key data encryption technology, the most important thing is to do a good job of key management, ensure
that the master key meets the requirements of data transmission, and use key encryption to achieve comprehensive
data protection. In this process, management is mainly implemented through session keys and initial keys. In key
management, the security level and life cycle of the master key should also be clarified. The master key is generated
based on a pseudo-random number generator. The data encryption effect will be affected by the key distribution effect
and negotiation effect.

3.3 Identity authentication and data signature information authentication

When operating a computer network system, identity authentication technology can be used to quickly identify and
authenticate, clarify the operator's relevant permissions, and achieve the purpose of protecting data security. If the
operator's permissions do not meet the pre-set requirements, the protection program can be automatically executed
to avoid illegal operations and information leakage, respond to access policies in a timely manner, and improve the
operating environment of the computer network system. In practical work, identity authentication technology can be

DOI: 10.26855/aitcs.2024.12.002 6 Advance in Information Technology and Computer Science



Shengzhi Zhu, Xiaoman Qiu, Yuanchao Qi

applied to asymmetric encryption and symmetric encryption algorithms to play a reliable security protection role. In
recent years, digital signature authentication technology has also been commonly used in data encryption work, and
the network security level will be comprehensively improved with the authentication of user information. In the
encryption and decryption of data, public and private keys can also be used. This is the basic feature of digital signa-
ture authentication technology, which can prevent user information from being deviated.

4. Practical application of data encryption technology in computer systems
4.1 Use of encryption technology in computer software

When encryption technology is used during computer operation, antivirus software is usually encrypted to prevent
computer data files from being invaded by viruses. Staff can apply data encryption technology on the software in-
spection system to check for problems in data files. If the content of files stored in the computer has been invaded by
viruses, encryption measures need to be used to deal with it. It should be noted that staff need to encrypt computer
software during the application of data encryption technology to improve the confidentiality of data transmission.

4.2 Virtual network security application

Virtual networks, with their user account virtualization and other features, add a certain degree of difficulty to the
security encryption of computer information data. At present, virtual network applications mainly rely on virtual
network router devices to achieve wireless network services or provide corresponding network services to multiple
users. In order to effectively reduce the computer information data security threats brought by virtual network security,
we should use the advantages of encryption technology to enhance the Internet's ability to analyze and defend against
potential threats, so as to ensure the security and stability of various types of data in the computer. From a technical
point of view, the encryption of computer information data in virtual networks can appropriately use the RSA encryp-
tion algorithm, which uses two encryption methods, public key and private key, on the basis of asymmetric encryption
algorithms, making encryption technology irreversible in encryption algorithms.

5. Conclusion

Ensuring the security of computer networks can provide reliable protection for people's normal production and life,
and avoid huge losses when using computer networks. Data encryption technology mainly includes symmetric en-
cryption technology, asymmetric encryption technology and digital signature authentication technology. In practical
applications, the technical points of end-to-end data encryption, key data encryption, node data encryption, identity
authentication and data signature information authentication, and database encryption should be clarified to give full
play to the role of data encryption technology and reduce the risks of computer network operation.
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