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Abstract

Cyber attacks by non-state actors have also become a significant source of risk that
threatens the cybersecurity of countries and even the stability of international peace.
This has become an unavoidable challenge for the development of the Internet in
various countries. Due to the characteristics of the Internet, which make it difficult
to trace back and determine responsibility for cyber attacks, countries can utilize
non-state actors to launch cyber attacks to evade state responsibility. However, the
existing rules of attribution in the application of non-state actors' cyberattacks are
subject to certain restrictions. The application of the principle of prudence can, to a
certain extent, compensate for the attribution standard in exceptional situations. The
study on attributing state responsibility for cyber attacks by non-state actors will
not only help clarify how to regulate non-state actors in cyberspace under interna-

tional law but also promote the development of international law in cyberspace and
offer a solution for China's response.
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1. Introduction

As the cost of international condemnation and punishment for launching cyber-attacks is high, and in international
law, the state is not required to be responsible for the illegal behaviors committed by individuals, so the state uses
non-state actors to commit the illegal behaviors it wants to engage in behind the scenes in order to achieve the purpose
of circumventing its international responsibility. In order to regulate this legal loophole, it is necessary to impose
specific legal obligations on the State to indirectly bear international law responsibility for the illegal acts of non-
State actors. This paper first sorts out the current situation of non-state actors launching cyber attacks to disrupt the
order of cyberspace, and then discusses the dilemma of non-state actors' cyberattacks attributed to the state, and the
necessity of introducing the precautionary principle into cyberspace as a supplementary rule of attribution, and puts
forward the direction of China's future efforts in dealing with cyberattacks launched by non-state actors.

2. Current Situation of Non-State Actors Launching Cyber Attacks

The popularity of the Internet has made it easy for non-state actors to launch any cyber action in the Internet space,
and from the perspective of international dispute practice, most of the international cyber attacks are launched by
non-state actors who are autonomous or directed by the state. Non-state actors have a high degree of secrecy, and it
is difficult for victimized countries to find the source of attacks to take countermeasures. As a result, cyberspace has
gradually become a new battlefield between countries, and some countries with ulterior motives often try to create
cyber wars by utilizing the special status of non-state actors to launch national-level cyber attacks and implement
espionage activities in an attempt to occupy a dominant position in “cyber wars. In 2007, Estonia suffered a
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cyberattack that caused the collapse of its domestic cyberinfrastructure; in 2010, Iran's nuclear facilities were attacked
by the "Shocknet" virus, the person responsible for which has not yet been identified; and in 2017, the U.S. side of
the "Russiagate™ incident prosecuted the Russian citizens and enterprises involved, accusing them of long-term in-
terference in U.S. politics. The U.S. side of the 2017 "Russiagate™ incident prosecuted Russian citizens and companies
involved, accusing them of long-term interference in U.S. politics. The above practice of international cyberattack
disputes can be seen, the state through the use of non-state actors to carry out cyberattacks against other countries is
widespread. In order to find out who is really responsible for the cyberattacks launched by non-state actors, it is
necessary to further explore whether their behavior can be attributed to the state.

3. The Dilemma of Attribution of State Responsibility for Cyber Attacks by Non-State Actors

Attribution, as a fundamental issue in international law, is a legal process used to "determine whether an act (including
acts and omissions) done by a natural person can be characterized as an 'act of state' under international law."(Huang
Zhixiong., etc., 2014).

The state, as a virtual entity, is a state. As a virtual legal entity, the conduct of a State is often realized through
specific individuals, and its consideration as an act of the State requires a determination by attribution. In principle,
states need not and should not be held responsible for the actions of private actors, but at the same time, states should
not be allowed "to engage in certain conduct de facto through individuals while cutting themselves off from those
individuals when they violate international law" (Luo Xianxing et al., 2019). But attributing cyberattacks by non-
state actors to states faces a number of dilemmas. First of all, politically, cyberattacks are often not only involved in
a country's territory and jurisdiction, but many countries based on their own and multiple political factors and are not
willing to participate in international cooperation; Secondly, the level of technological development between coun-
tries due to varying levels of individual countries due to cyberattacks to track and trace the difficulty of tracking and
tracing, coupled with the low defense capabilities and refused to admit that suffered from cyberattacks. Secondly,
from a technical point of view, non-state actors usually have a lot of experience, and it is difficult to trace the attackers
with the existing cyber technology. Finally, from a legal point of view, the general rule of attribution in international
law is mainly embodied in the field of state responsibility, in Article 8 of the Articles on State Responsibility: "In
principle, the conduct of an individual or group of individuals cannot be attributed to the state, unless the conduct is
under the instructions, direction or control of the state." Moreover, the Articles on State Responsibility do not elabo-
rate on the controversial issue of the criterion of "control" by the State, which has long been debated, namely, the
criterion of "effective control” and the criterion of "overall control”. The criteria of "effective control" and "overall
control" have been controversial. Although the decision of the International Court of Justice in the Genocide Con-
vention case indicates that the standard of control in article 8 of the articles should be the "effective control standard",
the degree of rigor of this standard is so high as to make the attribution of State responsibility nearly impossible.
However, the Tallinn Manual 2.0, the most representative international soft law in cyberspace, has developed the
"effective control standard" in an improved way. Instead of the "agent standard", the group of experts has seized on

several nodes, such as "execution and direction™, "initiation and termination”, “intrinsic part”, and so on, to judge the
behavior. The Group abandoned the "agent criterion" and instead focused on the "execution and direction", "initiation
and termination" and "intrinsic part" nodes to determine whether the conduct had achieved "effective control”, which
would enable it to establish with a high degree of probability that the conduct was under the control of that State (Zhu
Lingling et al., 2020). In view of the lack of international judicial practice, it is clear that different countries, in order
to safeguard their own interests, will come to different conclusions in the application of the standard of control. In
light of this, scholars have continued to propose new attribution criteria, such as “vicarious liability" and "top-down
attribution," which attempt to broaden the attribution criteria to minimize the difficulty of attribution in order to hold
the State as responsible as possible. While these theories highlight the pressing needs of victimized countries, they
largely overlook the potential risks posed to other countries. This one-sided perspective can be perilous, as it may
enable certain countries to portray themselves as victims of cyberattacks and subsequently harm other nations. Such
actions deviate from the principles of attribution in the law of State responsibility, leading to potential disarray in
cyberspace and posing a significant threat to international peace and security. In addition to the non-state actors under
the direction and control of the state can be attributed to the state, there is no de facto control relationship or attribution
of non-state actors launched on their own cyberattacks on how to regulate the state to assume the obligation to block
the cyberattacks launched by non-state actors will need to be prudent principle of intervention.
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4. The Application of the Principle of Prudence in Cyberspace

The precautionary principle, developed from the principle of sovereignty, "has as its central tenet the requirement
that a state must take the necessary measures to ensure that the behavior of individuals under its jurisdiction or control
does not seriously harm the interests of other states or the international community" (Luo Xianxing et al., 2021). In
effect, this means that the State should take the necessary measures to prevent the consequences of an act from arising
if it knows that the act produced by a person under its jurisdiction has the potential to harm the interests of another
State, and if the State's own negligence leads to the consequences, the State bears State responsibility. It can be said
that the precautionary principle actually serves as a complementary basis in international law for the pursuit of inter-
national responsibility, reflecting in a certain sense the response of the international community to the extensive
participation of non-state actors in international activities.

4.1 Provisions of the Tallinn Manual 2.0 on the Precautionary Principle

The Tallinn Manual 2.0 elaborates more clearly on the precautionary principle and incorporates the general legal
principles applicable to the governance of cyberspace, stipulating the precautionary obligation of a State in cyber-
space, i.e., “A State shall take precaution not to allow its territory, or territory or cyber-infrastructure under the control
of its government, to be used for the implementation of cyber-activities that affect the exercise of rights of other
States and have serious adverse consequences for other States. Cyber operations that affect the exercise of the rights
of other States, and that have serious adverse consequences for other States” (Michael. Schmidt et al., 2017). The
duty of prudence is an obligation of conduct rather than an obligation of result, and the State responsibility of States
for breaching the principle of prudence cannot be equated with the international responsibility triggered by launching
a cyber-attack, i.e., the principle of prudence does not become a standard of attribution as some scholars advocate,
but rather serves as an obligation of conduct of States, and States will not be held liable for the consequences of a
serious cyber-attack if they have taken reasonable and practicable measures to avoid the consequences of such a
serious cyber-attack damage from arising. be subject to the duty of prudence.

4.2 The Necessity of Applying the Principle of Prudence in Cyberspace

Because activities in cyberspace rely on the cyber infrastructure in real space, sovereign states have the strongest
control over the cyber infrastructure, so they have the ability to fulfill the duty of prudence. On the one hand, the duty
of due diligence can motivate sovereign governments to take active measures to achieve the goal of stopping, on the
other hand, making countries obliged to stop cyberattacks will motivate them to strengthen their cooperation in com-
bating international crimes. In the case of cyberattacks, although the precautionary principle requires States to prevent
non-State actors from launching cyberattacks, it does not mean that the precautionary principle presupposes an obli-
gation to take precautions, as States cannot fully anticipate cyberattacks in order to take precautions, which would
add to the State's burden. Therefore, the precautionary principle requires that when the state is aware of the occurrence
of a cyberattack, it only needs to have the obligation to notify and warn the victimized state of the cyberattack, as
pointed out by the judge in the Corfu Channel case.

5. China's Suggestions for Responding to Cyber Attacks by Non-State Actors

Firstly, China should form a multi-pronged governance model with other countries. China should encourage and
attract more countries to participate in the formulation of international rules in cyberspace in the context of the "com-
munity of cyber destiny" strategy. At the same time, it should give full play to the guiding and liaison role of the
United Nations and other international organizations, and set up a new multi-body international organization or plat-
form based on the sovereignty of cyberspace, with technical functions and regulatory mechanisms (Luo Xianxing et
al., 2021). Secondly, build a comprehensive and coordinated cybersecurity defense system. Maintaining cybersecu-
rity should give full play to the leading role of the state, integrating domestic resources in all aspects, mobilizing
enterprises and professionals in the industry of cybersecurity, establishing a cross-field cyberspace ecosystem, and
fending off cyberattacks by non-state actors in all aspects. Finally, in the formulation of legal rules, based on China's
Cybersecurity Law and National Cyberspace Security Strategy, the concepts of "cyber sovereignty" and "cyberspace”
should be further clarified to provide a basis for harmonization with international treaties in law enforcement and
judicial practice. The Tallinn Manual also provides a basis for harmonization with international treaties in law
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enforcement and judicial practice. In addition, the content of the Tallinn Manual is actually more suitable for Western
countries, so China can liaise with emerging cyberpowers and cyberweak countries to formulate a system of cyber-
space rules that is more in line with their own. At the same time, due to the fragmentation of international soft law
and the serious color of power politics, China should make efforts to promote the establishment of international hard
law applicable to the whole world, thus promoting the construction of international rules in cyberspace, and at the
same time, it can also take the international soft law more suitable for cyber-weak countries toward "hardening™ as
the direction of efforts, and promote the establishment of rules and regulations of international law in cyberspace. At
the same time, efforts can also be directed towards "hardening" international soft law, which is more suitable for
cyber-weaker countries, so as to promote the establishment of international law in cyberspace.
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