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Abstract

China's Internet finance has entered a stage of deep technological development,
with a continuous expansion of scale and the formation of diversified business mod-
els. With the innovation of internet financial services, the risks continue to accu-
mulate, becoming more complex and difficult to manage, with the potential for
enormous harm. Strengthening risk management in Internet finance can help miti-
gate risks, stabilize the financial system, and foster the healthy development of the
real economy. In recent years, the government and self-regulatory organizations
have strengthened regulatory constraints, forming a diversified risk management
entity and a multi-level regulatory system. The construction of big data technology

monitoring systems has become the core task of Internet financial risk management.
With the deepening development of the market economy, China's economy has en-
tered a stage of rapid and steady growth. Promoting growth and adjusting the struc-
ture have become the new normal in economic development, and financial innova-
tion has greatly advanced. Internet finance, as a new financial format, is developing
rapidly, but it is also accompanied by risks. Therefore, targeted measures need to
be taken to effectively control its risks and promote the sustainable development of
Internet finance in China. The article analyzes financial risks and countermeasures
in the context of big data.
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1. Introduction
1.1 Research Background

The development of information technology has provided a technological foundation for the rise of e-commerce.
With the rise of e-commerce as a commercial operation mode, a large number of Internet enterprises have emerged.
Internet companies have accumulated a large number of users and obtained a massive amount of user information
data, gradually developing financial service businesses and innovating financial service models. Under the develop-
ment trend of "Internet plus”, traditional financial institutions complied with the requirements of the times, responded
to the competitive impact of Internet enterprises, and gradually introduced network information technology to carry
out financial services. Internet finance came into being (Huang Wei & Zhu Tao, 2023). 2013 is known as the "first
year of internet finance" in China. Since then, internet finance has entered a stage of rapid development, with contin-
uous innovation in business models and a rapid expansion in the number of platforms. At the end of 2015, the number
of netizens actively participating in China's Internet finance market accounted for 68% of the total number of netizens.
Behind the savage growth of the scale of Internet finance lies enormous risks and hidden dangers, such as running
away, difficulties in withdrawal, money laundering, illegal fundraising, and false advertising, which have attracted
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widespread social attention. Since 2016, the government has increased its supervision of Internet finance, gradually
improved and introduced relevant laws and regulations, and achieved certain risk prevention effects. The growth rate
of Internet finance has gradually slowed down and tends to develop steadily.

Internet finance has made up for the shortcomings of traditional financial inclusivity, providing better personal
consumer finance services and small and micro enterprise financing services, expanding the coverage of finance,
promoting innovation in financial service models, and improving the efficiency of financial resource allocation. The
Guiding Opinions of the State Council on Actively Promoting the Action of "Internet Plus™ in July 2015 will support
the development of Internet finance, promote financial inclusion, and elevate it to the national strategic level. How-
ever, due to the emerging nature of the internet finance industry, the binding force of relevant laws and regulations
is insufficient, and traditional risk management methods are difficult to cope with complex, ever-changing, and highly
contagious internet finance risks, as well as frequent risk events. This urgently requires the innovation of Internet
finance risk management methods and the improvement of system mechanisms.

1.2 Research Purpose

Internet technology has gradually integrated and transformed the financial industry, becoming an indispensable tech-
nical support for financial institutions, and its position in the financial field will become even more important in the
future. The development of Internet finance is a dynamic and continuous process of innovation, and this innovation
will inevitably bring risks. Traditional financial risks, combined with the characteristics of complex internet technol-
ogy, high virtuality, widespread dissemination, and fast operation, present greater uncertainty and uncontrollability,
making it difficult to predict and regulate, indicating the enormous potential harm of internet risks (Huang Muging,
Zeng Yaorui, & Jiang Yiheng, 2023). In 2014, the two sessions of the Communist Party of China and the Communist
Party of China first proposed "promoting the development of Internet finance". In 2016, it was pointed out that "the
development of Internet finance should be standardized". In 2017, the Government Work Report emphasized the
importance of "high vigilance against accumulated risks in Internet finance", demonstrating the importance of risk
management in Internet finance. The purpose of the research project is to explore applicable methods for risk man-
agement in Internet finance, propose corresponding suggestions for improving risk control efficiency and improving
risk management system, and promote innovation and steady development of Internet finance.

2. Definition of relevant concepts and related theories
2.1 Overview of Financial Risk Management

2.1.1 Concept of Financial Risk

Risk is a broad concept, and different academic categories have different focuses on defining the concept of risk. In
a narrow sense, it refers to the possibility of loss occurring, requiring a loss probability between 0 and 1. In a broad
sense, it refers to the uncertainty of the results, which can be divided into objective and subjective factors. Objective
uncertainty refers to the deviation between actual results and expectations, while subjective uncertainty refers to the
impact of the overall quality of the evaluation subject on the objective risk assessment results. Financial risks have a
wide range of impacts, with both common and unique risks. Financial risk refers to the uncertainty in the future
outcomes of economic entities engaging in financial activities, which may result in both economic losses and excess
returns. It belongs to the broad risk category and is the main object of risk management (Cao Yimei, 2023).

2.1.2 Risk Management Concept

Risk management refers to the management method in which social organizations or individuals effectively control
risks and properly handle risk consequences according to plans through risk identification, risk measurement, risk
monitoring, and risk management strategy selection, in order to achieve maximum safety assurance at the minimum
cost. Financial risk management refers to the use of risk management methods to control financial risks and eliminate
or mitigate the adverse effects of financial risks (Yu Hongfei, 2023).

2.2 Overview of Internet Financial Risks

2.2.1 Concept of Internet Finance
In 2012, e-commerce giants such as Alibaba and Tencent expressed plans to establish an internet finance company,
sparking a heated discussion about the concept of internet finance. Internet finance encompasses two elements of
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"Internet"” and "finance", and is the product of their combination. Whether the combination is external "combination™
or internal "integration™ is the key to dividing the broad and narrow concepts of Internet finance. Broadly speaking,
internet finance is a product of using the Internet to engage in financial activities or provide financial services, and
applying internet technology to the financial field. Whether the dominant players in this financial activity are tradi-
tional financial institutions or internet companies, there is essentially no difference. Because of the subsequent com-
petition and development, even if there are significant differences in existing technology platforms, business models,
and operational mechanisms, in the future, "laymen™ will still have "insiders" who do not fully reflect the character-
istics of data accumulation and data processing. If the concept of Internet finance is defined too narrowly, it also
reduces the practical value of research, so the Internet finance described in this article is relatively broad in meaning.

2.2.2 Concept of Internet Financial Risk

Internet finance risk is a more complex and ever-changing risk that combines the uncertainty and uncontrollability
generated by internet finance business and activities with the specificity of both internet and financial risks. Compared
to unilateral risks, internet finance risks are more difficult to prevent and pose significant security risks to economic
development. Internet finance risk management is highly valued by governments and enterprises (Yan Xinpeng,
2022).

2.2.3 Risk characteristics of internet finance

Internet financial risks have the following characteristics: firstly, they are highly contagious. The development of
network technology and mobile terminals has made the dissemination of financial elements and information faster
and more extensive, which can be transmitted to everyone and affect the financial behavior of the market. If there is
a risk, the transmission path is diverse and the impact area is wide. The second is fast instantaneity. Internet finance
utilizes high-tech network technology to provide strong IT support for the convenience of financial services, with
strong remote processing capabilities, convenient payment and clearing, and fast fund flow speed. Thirdly, it has high
virtuality. Online transactions are mainly based on virtualized digital information, with opaque trading objects, pur-
poses, and processes. They have lost time and geographical constraints, resulting in significant information asym-
metry and diversified risk forms. This poses higher requirements for internet financial risk prevention and control
and financial supervision. The fourth is the high complexity. The application of advanced information technology in
Internet finance provides services, and complex technological systems make hidden risk issues difficult to detect.
The open and shared internet environment increases the likelihood of malicious attacks, and higher requirements are
placed on network encryption technology and information security technology.

2.3 Causes of Internet Financial Risks

2.3.1 Causes of Common Risks in Internet Finance

Firstly, as an emerging financial industry, internet finance has the characteristics of traditional high debt operations in
finance, as well as the unique risks of the industry itself, which increases the fragility of the financial system and is an
important reason for financial risks. Secondly, the financial industry has a clear procyclical characteristic, which relies
on the cyclical patterns of prosperity and depression in the real economy, as well as encourages fluctuations in this
cycle. Therefore, during periods of economic downturn, internet finance is also difficult to stand alone. When investors'
funds and interests are not protected, it is easy to trigger financial risks. Once again, as a part of the market economy,
the financial market suffers from information asymmetry. Although the big data features of Internet finance have the
ability to solve information asymmetry, currently there is a lack of information-sharing mechanisms, high verification
costs, and historical data does not have the ability to fully reflect future situations, resulting in information asymmetry
in the internet financial market, as well as the possibility of unethical behavior and adverse selection, Triggering inter-
net financial risks. Finally, financial regulation, while controlling risks, can also hinder financial innovation and inhibit
economic development. Financial innovation itself has the characteristic of avoiding regulation and is one of the im-
portant sources of financial risks (Lu Minfeng, 2022). Internet finance has developed faster than traditional finance,
with numerous product models, and the industry chain management method based on Internet platforms makes it easy
to connect industries such as banking, securities, and funds, forming a trend of mixed operation. The legislative lag in
regulation and the separate regulatory model have determined that it is difficult for China's financial regulation to keep
up with the pace of internet financial innovation, which is an important cause of risk generation.
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2.3.2 Causes of unique risks in internet finance

Firstly, compared to traditional finance, internet finance has obvious information technology characteristics. The
level of advanced information technology, security, and penetration into the financial industry are important influ-
encing factors for the generation of Internet finance risks. The advanced level of China's internet information tech-
nology is not only compared vertically with its own different periods, but also horizontally with developed countries,
and China's internet financial support technology is clearly lagging behind. This is reflected in the incomplete con-
struction of dynamic large databases, relatively high development and maintenance costs of internet systems, and the
introduction of network protection technologies from abroad, resulting in widespread technological isolation. The
backwardness of technology directly leads to inconsistent standards for solving technical problems in China's Internet
financial institutions. Most of them outsource information processing, system development, etc. It is possible to
choose institutions with insufficient technical skills to contract in order to save costs, which can easily lead to system
defects and vulnerabilities. In addition, the hardware and software of the internet system are not absolutely secure,
and their resistance to viruses, hacker attacks, and other attacks is insufficient, making it difficult to ensure the secu-
rity of data and funds. The transitional infiltration of information technology into finance has transformed financial
risks from monetary information transmission to digital information transmission, with fast diffusion speed and wide
scope. Information security risks may lead to systemic financial risks.

Secondly, due to the inclusive and long tail market characteristics of Internet finance, the irrational behavior of
investors has a significant impact on Internet finance, requiring higher professional capabilities from internet finance
institutions. In the initial stage of the development of China's Internet finance industry, the overall foundation is not
solid enough to fully meet the needs of risk control. Internet finance provides low-threshold financial services, and
there are many lower-end investors in the long-tail market with weak risk awareness and low-risk tolerance. These
investors are easily tempted by high returns and ignore risks, and are more likely to engage in irrational investment
behavior, resulting in more uncertainty. To conduct business in the "tail" market, more professional talents are needed
to meet the needs of product pricing, credit rating, and risk control. Otherwise, it can easily lead to the accumulation
of operational, credit, and liquidity risks.

Finally, there is an imbalance in the development of institutional constraints and institutional guarantees. If regu-
latory authorities allow institutions with lower financial strength and people with lower credit levels to participate in
Internet financial activities but do not establish equivalent protection systems such as bottom insurance and sufficient
reserves. If industry self-discipline organizations hope to improve their members' moral standards through laws, reg-
ulations, and mutual supervision without establishing a sound industry mutual assistance mechanism. Therefore,
when risks arise or competition intensifies, if there is no better way to reduce losses and gain profits than default and
fraud, the behavior of absconding with funds and taking risks will inevitably exist.

2.4 Relevant Theory of Internet Financial Risk Management

2.4.1 Financial Risk Management Theory

The emergence of financial risk management theory began in 1930 and entered a rapid development stage after 1980.
The development foundation of this theory includes the following aspects. Firstly, the turmoil in the world financial
environment has given rise to a demand foundation for risk management theory. This is reflected in the exposure to
exchange rate risk caused by the collapse of the Bretton Woods system after 1970, as well as several large-scale
financial crises that erupted in the late 1980s. Secondly, after 1970, the development of financial theory laid the
theoretical foundation for financial risk management. With the differentiation of finance from economics to an inde-
pendent discipline, a large number of financial theories and application models have emerged, especially the emer-
gence of pricing models such as the "Capital Asset Pricing Model" and "Option Pricing Model", which have promoted
the development of risk management theory. Once again, the development of computer information technology has
enabled the use of mathematical model simulations to solve risk management problems, providing a technical foun-
dation for financial risk management. However, with the development and deepening of Internet finance technology,
greater challenges have also been posed to risk management. In 1958, Merton Miller and Modigliani pointed out that
in a perfect market without taxes and bankruptcy costs, with complete participant information, the value of a company
is not affected by financial operations such as hedging. Similar theories also suggest that economic operations tend
to fluctuate in the short term and tend to balance in the long term. There is no financial risk in the long term, and risk
management to prevent short-term economic fluctuations and losses can reduce company profits, which is a waste of
resources. Therefore, companies do not need to carry out risk management. However with the exposure of financial
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risks in real life, there has been a demand for financial risk management tools from regulators and market participants.
Many scholars advocating financial risk management believe that there are various taxes and transaction costs in
reality that can affect company value, and market participants cannot obtain complete information and have high
information costs. Therefore, risk management can enhance company value, this is the theoretical foundation of early
financial risk management.

There are various classification methods for financial risks, including static risk and dynamic risk based on their
root causes, and micro risk and macro risk based on their scope. Financial risk management is the act of eliminating
or mitigating the adverse effects caused by risks by formulating reasonable policies and taking appropriate measures.
At present, financial risk management is based on specific forms of risk, with a focus on credit risk management,
liquidity risk management, market risk management, operational risk management, and systemic risk management.
According to the different entities involved in financial risk management, it is mainly divided into internal manage-
ment and external management. Internal management refers to the management of the risks faced by participants in
financial activities, such as financial institutions, enterprises, and individuals, who directly bear financial risks. Ex-
ternal management refers to the risk constraints imposed on financial market participants by non-insured entities that
do not directly participate in financial market transactions, such as industry self-discipline organizations and govern-
ment regulatory agencies. The process of financial risk management mainly includes the formulation of risk manage-
ment objectives, the evaluation of financial risks including risk identification, risk measurement, and the selection of
risk management strategies, as well as the control and disposal of financial risks. The early methods of financial risk
management mainly included Markowitz's asset portfolio selection, Harlow's asset allocation theory, Sharpe and
Lintner's capital asset pricing model, and other theories. With the development of modern risk management, methods
such as the VaR model, the RAROC model that links risk management with capital return, and comprehensive risk
management ERM have been widely used. In the future, as financial innovation and technological deepening com-
plicate risks and increase the demand for risk management tools, financial risk theory will be further improved.

2.4.2 Financial Supervision Theory

The theory of financial regulation provides a theoretical basis for risk regulation and response, forming an important
part of external management of financial risk management and promoting the safe and stable operation of the financial
system. Financial regulation in a narrow sense refers to the supervision and management of market access and exit
mechanisms, business operation processes, organizational structure, internal control, and other aspects by the central
bank, financial regulatory agencies, and government departments. In a broad sense, it also includes aspects such as
industry self-discipline and internal control of enterprises, forming a multi-level financial regulatory system. The
government's intervention in financial activities can be traced back to the Foam Act enacted by the British government
in the early 18th century, which effectively prevented excessive speculation in securities trading, but did not form a
real financial supervision. Since 1930, the theory of financial regulation has sprouted, advocating for government
intervention in the market and formulating fiscal policies. Keynesianism has become mainstream economics. During
this period, the theoretical achievements of financial regulation believed that universal financial institutions under a
free system were more vulnerable, excessive investment banking could easily lead to economic crises, and effective
government intervention could compensate for market deficiencies and maintain the stability of the financial system.
Influenced by Keynesianism, financial regulatory theory abandons the free banking system and leans towards gov-
ernment regulation, regulating the business scope of financial institutions. The focus of central bank work shifts to
formulating and implementing monetary policies to prevent large-scale run-on crises and achieve macroeconomic
policy goals.

Since 1980, the theory of financial liberalization in financial regulation has emerged. It is pointed out that strict
and extensive government regulation can lead to a decrease in financial efficiency, and financial regulation has lim-
ited ability to address the incompleteness of the financial market. Government regulation can also encounter infor-
mation asymmetry, leading to government failure. Advocate for relaxing regulation and adjusting regulations on
interest rates, business scope, and geography to meet the efficiency needs of the financial market. The theory of
financial liberalization is not to abandon financial regulation but to promote the shift of the focus of financial regu-
lation from safety goals to efficiency goals. Since 1990, the theory of financial regulation that emphasizes both safety
and efficiency has gradually improved, forming a diversified regulatory pattern of functional regulation, capital reg-
ulation, market discipline regulation, and incentive regulation.
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2.4.3 WBS-RBS risk analysis theory

WBS (Work Breakdown Structure) is a professional term for project management, translated as Work Breakdown
Structure. It refers to the hierarchical decomposition of project elements based on deliverables, breaking down project
activities into smaller units layer by layer, and combining all small units to cover the complete work scope of the
project. WBS usually adopts analogy and top-down methods for hierarchical decomposition. Analogy refers to the
decomposition of new projects based on the decomposition levels of previous projects. The top-down approach refers
to starting from the initial project work and decomposing and refining the work content layer by layer. The WBS
method can serve as the basis for developing risk management plans and identifying risks, refining work activities
layer by layer until it is conducive to identifying specific risks. When performing WBS decomposition, attention
should be paid to balancing the complexity of the last level of activity units. During the decomposition process, each
activity unit can only appear once and cannot be repeated, ensuring the comprehensiveness and completeness of the
decomposition, covering all aspects of the work project to be measured. RBS (Risk Breakdown Structure) is a hier-
archical decomposition approach that analyzes and refines possible sources of risk, translated into a risk decomposi-
tion structure. Starting from the possible types of risks, listing the subcategories of each risk type from top to bottom,
and refining the risk sources layer by layer until the units that can directly identify the existence of risks can effec-
tively reveal the diversity of risk causes. By combining the WBS decomposition results with the RBS analysis results,
a two-dimensional cross-risk matrix of WBS-RBS can be formed. Each unit in the matrix represents the specific risk
sources that may occur under the corresponding work activities. This method is conducive to recording and identify-
ing potential risks throughout the entire project. By confirming the specific risk sources displayed in the cross matrix
one by one, a preliminary judgment is formed on the existence and extent of the risk.

3. Analysis of the Current Situation of Internet Financial Risk Management

3.1 Current Development Status of Internet Finance

China's Internet finance is mainly divided into six major business models, namely third-party payment, online lending,
crowdfunding, information finance institutions, big data finance, internet finance portals, and so on. Third-party pay-
ment is an electronic payment model that typically involves strong and reputable non-financial institutions establish-
ing a network platform that interfaces with commercial bank payment and settlement systems through protocol sign-
ing to perform payment intermediary functions and provide payment and collection services. Third-party payment
companies will integrate settlement services, retain funds in different bank accounts, and make payments first during
interbank settlement, reducing interbank transfer funds and settlement costs. In addition, third-party payment relies
on payment convenience to attract prepayments and provide customers with personalized value-added services re-
lated to financial products.

Online lending, the most typical of which is the P2P model, is a direct financing model that enables peer-to-peer
credit between individuals or between individuals and enterprises through the Internet. P2P has emerged with the
help of private credit, with low entry barriers, low investment starting points, and high returns, meeting the financing
and small-scale investment needs of individuals and small and micro enterprises. The P2P financing process is simple,
approved quickly, and disbursed in a timely manner, which can solve the urgent need for capital turnover. However,
most financiers using P2P channels are unable to apply for the required amount of loans in the bank, resulting in high
credit risk and a high level of risk in the P2P industry.

Crowdfunding financing refers to a new mode of fundraising initiated by network information technology to spe-
cific groups of people within a certain period of time, such as providing artistic creation for artists and providing
financial assistance for specific projects for small and micro enterprises or individuals. Crowdfunding financing
methods are diverse, such as bonds, equity, rewards, donations, etc. The return methods can be in the form of funds,
physical objects, services, etc. In recent years, the influence of crowdfunding has been continuously expanding, and
more commercial crowdfunding platforms have emerged. The crowdfunding quota is small, the demand is high, the
financing threshold is low, and the return evaluation is not limited to commercial value evaluation, which is an inno-
vation in financing channels.

Informationization financial institutions are financial institutions formed based on the widespread application of
information technology in financial business, with internet thinking characteristics, and their management and oper-
ation modes have undergone comprehensive informationization transformation. There are three types of formation
and development of information-based financial institutions. One is the internetization of traditional finance, where
traditional banks, securities, insurance, fund companies, etc. use information technology to carry out online banking,
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online securities, mobile clients, etc. Secondly, innovation in financial services is based on Internet technology, with
the spirit of the Internet in finance, including Internet banking, Internet insurance, Internet securities firms, etc. This
type of Internet financial institution cancels physical branches and completely moves financial business online. As
of June 2017, out of the 17 private banks approved for establishment, 8 have clearly displayed their "Internet banking"
signs, including WeChat Bank, Online Commercial Bank, etc. At present, there are four licensed Internet insurance
companies in China, namely Zhong'an Insurance, Taikang Online, Anxin Insurance, Yi'an Property Insurance, etc.
In recent years, there have been some online securities firms targeting overseas stock market investments, such as
Tiger Securities, Futu Securities, Black Bull Securities, and trading tycoons. Thirdly, internet companies collaborate
with traditional financial institutions to provide financial products and wealth management services based on Internet
platforms. For example, Yu'ebao connects with Yu'ebao Monetary Fund under Tianhong Fund, and insurance web-
sites are established by online companies, agents, etc., such as NetEase Insurance and Youbao. Traditional securities
firms collaborate with third-party service providers such as Tonghua Shun, Da Zhi Zhi, Niu Gu Wang, etc. to expand
their business and achieve service innovation.

Big data finance is an application model that utilizes big data methods to provide financial services. The so-called
big data refers to a massive dataset that exceeds the processing capacity of typical database software. The application
of big data technology can analyze financial industry data and participant behavior, formulate financial strategic
planning, design and innovate financial products, etc. At present, there are two typical application models for big
data finance in China. Firstly, the supply chain finance model refers to the use of big data technology by enterprises
to integrate information and financial resources from various aspects of their industrial chain, develop the most suit-
able funding support plan for each aspect, and achieve optimal allocation of financial resources, such as JD Financial's
small loans. Secondly, the platform finance model is based on e-commerce platforms, utilizing big data technology
to integrate transaction and payment information, analyzing and processing to form credit or order financing models,
such as Ant Finance's online lending.

Internet financial portals, also known as financial portal websites, refer to third-party Internet information plat-
forms that provide financial product and service information, gather, display, and promote financial products. There
are three common types, one of which is a comprehensive financial information portal, such as Hexun Finance.
Secondly, a professional institution information display platform focuses on showcasing professional service provid-
ers and their products, such as Rong360. Thirdly, third-party sales websites for comprehensive wealth management
products, such as 91 Financial Supermarket. Due to policy constraints, China's crowdfunding platforms are mainly
focused on product crowdfunding, with a relatively small proportion of equity crowdfunding. The transaction scale
has shown a steady increase. After 2016, regulatory rectification efforts have been strengthened, and many illegal
and risky platforms have been gradually phased out, resulting in a significant decrease in the growth rate of transac-
tion scale, as shown in Figure 1.

500
450
400
350
300
250
200
150

100
0 [

2019 2020 2021 2022
mm Turnover (100 million Yuan) YoY+%

Figure 1. The transaction scale of China's crowdfunding market from 2019 to 2022.
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With the development of financial informatization, the penetration of internet technology into the financial industry
has gone through three important stages, namely computerization, networking, and the current deep information
technology. The stage of financial computerization is mainly manifested in bank transaction clearing systems, secu-
rities trading systems, telephone banking, UnionPay cards, as well as POS and ATM machines. The stage of financial
networking mainly manifests as fund online sales, P2P online lending, internet insurance, mobile payments, online
banking, etc. The deep technological stage of finance involves the application of technologies such as artificial intel-
ligence, blockchain, mobile internet, cloud computing, biometrics, VR, etc. to the field of internet finance. In the
future, the development of Internet finance will increasingly rely on the progress of financial information technology.
In recent years, the updating and iteration of internet commercial application technology has been very fast. Firstly,
Apple has developed the 10S system, marking the entry of smartphones into an intelligent era and achieving mobile
internet connectivity. Since 2012, the number of people globally using mobile devices to access the internet has
exceeded the number of people using fixed devices. Since 2013, traditional functional phones have gradually with-
drawn from the market. Secondly, application software based on cloud computing technology and emerging business
formats that provide services through cloud platforms is gradually emerging. Internet startups and government de-
partments are actively exploring the use of cloud services for electronic business. Thirdly, big data technology is
becoming increasingly widely used in e-commerce and risk management. Big data technology can accurately and
efficiently process massive datasets containing various types of data sources. Diversified analysis models can achieve
real-time data analysis, which plays an important auxiliary role in optimizing business process design and decision-
making.

3.2 Current Situation of Internet Financial Risks

Both the internet and finance belong to high-risk industries, which can easily form a combination of risks, leading to
a high incidence of cyber attacks and fraud incidents. In 2014, Baidu Security Center discovered 145 million false
financial connections. Smaller internet finance companies have insufficient investment in security protection and do
not have funds for disaster recovery. A high level of data mining and utilization increases the risk of information
leakage. Cloud computing service providers are prone to internal theft by hosting data information. Repeated use of
storage resources and incomplete data erasure may lead to new users stealing original user data. In 2015, the Copper
Shopkeeper Internet Financial Platform was exposed to high-risk vulnerabilities in the system, resulting in the leakage
of a large amount of sensitive information among 600000 users. Internet finance has media advantages, and it is not
uncommon to exaggerate returns and lure investment. In 2013, internet wealth management emerged, and many
wealth management products exaggerated the annual rate of returns exceeding 8%, which is actually an exaggeration.
The Youyi Loan platform promises an annual interest rate of 18% to 24%, self-hyping and scamming nearly 20
million funds away. The open innovation and cross-border operation of Internet finance make regulation more diffi-
cult. According to the statistics of Online Loan Home, a total of 4014 problematic platforms have exited the online
loan industry since 2018 as of the end of 2022. The types of problems include running away, difficulty in withdrawal,
intervention in economic investigations, closure, and transformation, as shown in Table 1.

Table 1. Accumulated P2P problem platforms as of the end of 2022

Number of prob- ~ Number of people involved in  Proportion of total in- Loan balance involved  Proportion to the

Time lematic platforms  investment (ten thousand yuan)  vestment personnel (100 million yuan) total loan balance
Prior to 0 0

2018 93 1.6 6.4% 16.1 6.0%
Prior to 394 6.3 5.4% 68.2 6.6%

2019 ' ' ' '
Prior to 0 o

2020 1688 27.7 4.7% 171.1 4.2%
Prior to

2021 3429 45.2 4.5% 258.1 3.2%
Prior to

2022 4014 55.7 3.7% 322.4 2.7%
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3.3 Current Situation of Internet Financial Risk Management

The organizational structure of Internet finance risk management in China is divided into internal management insti-
tutions and external management institutions. The internal management institution is an internet finance enterprise
that serves as the subject of insurance and establishes an independent and vertical risk management organizational
framework by improving the company's governance structure. External management institutions include the China
Internet Finance Association as an industry self-regulation organization and government regulatory organizations.
The hierarchical structure of internal management in Internet finance enterprises is as follows: firstly, the sharehold-
ers' meeting controls the overall risk and selects the enterprise risk management system. The board of directors is
responsible for formulating policies and strategies for risk management, and non-executive directors form a risk
management committee to undertake the daily risk management functions of the board of directors. The supervisory
board is responsible for supervising the performance of the company's financial and senior management personnel.
Secondly, the senior management of the headquarters of Internet finance enterprises has concretized the risk man-
agement policies and strategies formulated by the board of directors, forming an operational management plan. With
the general manager as the CEO, there is a risk management committee and various risk management departments
that are independent of daily operations, responsible for centralized risk management, and organizing inspections.
Once again, the branches of Internet finance enterprises implement vertical risk management, with risk management
officers assisting in risk management. The heads of each functional department control the corresponding business
operation risks and can establish independent risk management functional departments from the front desk to monitor
the front desk business risks. In addition, internet finance enterprises should establish internal audit departments from
top to bottom, with the audit department directly responsible to the board of directors and an audit center not under
the jurisdiction of branch offices, responsible to the upper-level audit department. Finally, grassroots managers su-
pervise and manage employees' business operations.

On December 31, 2015, the China Internet Finance Association was officially established as a national-level in-
dustry self-discipline organization. The main responsibility of the association is to guide and supervise members to
actively implement national policies, guidelines, and legal norms related to Internet finance. Maintain industry order
through self-discipline conventions, establish complaint and punishment mechanisms, coordinate the relationship
between members and the government, and regulate member disputes. Organize investigation and analysis of industry
data to carry out comprehensive statistical monitoring and risk warning in the field of internet finance, organize risk
cases, promptly alert the public of risks, and provide information consulting services. Develop business and technical
standards, consumer protection standards, and professional ethics standards for Internet finance, provide continuous
education and training for practitioners, popularize knowledge related to Internet finance, and organize participation
in international exchanges and cooperation. In terms of government regulation, China's internet finance has formed
a structure of "dual level and multi-head regulatory entities, multi-level regulatory system, and industry self-discipline
system". As of 2017, China has formed a two-level regulatory body, namely the central regulatory layer and the local
regulatory layer. The central regulatory authorities include the China Banking Regulatory Commission, the China
Insurance Regulatory Commission, the China Securities Regulatory Commission, and the Internet Information Office.
The local regulatory authorities include branches of national regulatory authorities, local governments, local judiciary,
and other local financial regulatory departments. As the core of Internet financial management, the construction of a
management system has formed five levels from internal to external, namely the regulatory subject layer, regulatory
mode and principle layer, internal and external control and coordination mechanism layer, dynamic regulatory layer,
and risk protection mechanism layer.

The internal and external management of Internet financial risks should be coordinated and developed together to
achieve effective risk control. The achievement of government regulation and industry self-discipline goals relies on
Internet financial institutions improving their internal management system and actively implementing regulatory pol-
icies. At present, only some of China's internet finance enterprises with larger scale and strength have a relatively
complete internal control system. Most small Internet finance enterprises do not have a standardized internal man-
agement organizational system, the independence of risk management functional departments is insufficient, and no
professional audit department has been established. The risks of Internet finance are more complex than traditional
finance, but their internal management is far less comprehensive than traditional financial institutions, resulting in
frequent Internet finance problem platforms. In recent years, the regulatory issue of internet financial risks has re-
ceived high attention from national governments, and regulatory efforts have become stricter. Since April 2016, the
government has carried out a special rectification of Internet financial risks, implementing risk protection
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mechanisms and dynamic regulatory mechanisms. The State Council has issued the Implementation Plan for the
Special Rectification of Internet Financial Risks and has successively formulated enterprise rectification and risk
governance plans for industries such as P2P online lending, internet insurance, and equity crowdfunding. In February
2017, the China Banking Regulatory Commission issued the "Guidelines for the Depository and Management of
Online Loan Funds" and the "Guidelines for the Disclosure of Business Activity Information of Online Loan Infor-
mation Intermediaries”. In November of the same year, multiple departments such as the Ministry of Industry and
Information Technology and the Public Security Bureau jointly issued the "Guidelines for the Administration of
Filing and Registration of Online Loan Information Intermediaries”. The Internet Financial Self-Discipline Associa-
tion has established an Internet financial service platform, which enables integration with institutions, sharing indus-
try data, and effectively conducting financial statistics and risk monitoring and warning.

4. Analysis of Internet Finance Risks and Challenges in the Context of Big Data

4.1 Analysis of Internet Financial Risks in the Context of Big Data

4.1.1 Financial institutions need reform

The arrival of the big data era has had a significant impact on the development of the financial industry. On the one
hand, the country has increased its supervision over the development of the internet finance industry, while also
increasing its openness and development efforts. Many non-financial institutions in the financial industry have con-
tinuously increased their market share, which has had an impact on traditional financial institutions. The development
environment of the financial market is becoming increasingly fierce; On the other hand, with the development of the
internet finance industry and the continuous increase of financial data resources, the integration and application of
modern digital technology and tools, the integration and development of different industries, and the strengthening
of self-development capabilities are also issues that the financial industry needs to pay attention to. In addition, the
financial industry needs to maintain an open development trend and increase research on big data applications in
order to enhance its market competitiveness.

4.1.2 The level of big data technology needs to be improved

In the development of big data, the security and privacy issues of data information have attracted much attention.
Many social examples have shown that although seemingly harmless information is stored, analyzed, and processed,
it can also affect personal factor security. The collection and processing of massive information can increase the risk
of data information leakage. Many financial institutions are also actively taking measures to address this issue. The
protection includes not only big data itself but also other information obtained through big data research. If any link
fails, it will pose a threat to financial property security. Therefore, financial institutions need to attach importance to
financial information technology security management work.

4.1.3 Technical application and business analysis need to be improved

The financial industry has its own characteristics compared to the development of other industries, with stronger
display and logic, and relatively higher requirements in data management and analysis. The development mode of
big data finance in China is relatively late, and it is still in the exploratory stage in database creation, data research,
and other aspects. Financial institutions need to acquire big data technology through continuous exploration. The
formulation and implementation of some technical decisions will increase risks and ultimately bring unnecessary
losses to financial institutions.

4.1.4 Industry standards and safety systems need to be improved

Over the years of development, various industries have formed their own rules. In the internal development of the
financial industry, there are differences in standards and norms. To improve the efficiency of data transactions, it is
necessary to attach importance to establishing common standards and achieving greater information sharing. The
current construction of industry standards and security systems needs to be further strengthened.

4.2 Analysis of the challenges brought by the development of big data to Internet finance

4.2.1 Lack of data sharing platform
The current level of information confidentiality in financial institutions is constantly deepening, making it difficult
to achieve true sharing of financial information, which affects the realization of financial needs. For financial
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institutions, it is necessary to deepen their understanding of customers in order to establish good relationships. In this
process, it is necessary to increase financial costs and bring about financial risk issues. The lack of data-sharing
platforms makes it difficult for financial institutions to accurately and timely obtain customers' personalized needs.

4.2.2 Lack of professional talents

Under the development model of big data, there are higher requirements for professionals in the financial industry.
They need to establish internet thinking, possess computer operation skills, master knowledge in mathematics, anal-
ysis, and other disciplines, and emphasize the application ability of talents. The current shortage of big data talents
in the financial industry has affected the realization of big data processing needs. Due to the relatively poor business
capabilities of operators and the lack of comprehensive management talents, the efficiency and quality of data pro-
cessing have been affected, affecting the development of the financial industry.

5. Suggestions for Strengthening Risk Management of Internet Finance in China
5.1 Strengthening Internal Management of Internet Financial Risks

5.1.1 Improving the level of internet finance information technology

Internet finance requires high levels of information technology, and both business operating systems and risk man-
agement systems require sufficient resource investment. Strengthening the research and development of Internet
technology and improving the technological level can improve the effectiveness of Internet financial risk manage-
ment. We can focus on the following aspects: firstly, in terms of system security, it is necessary to improve the
stability of the business operating system, enhance information security protection technology, firewall technology,
authentication encryption technology, etc. This requires enterprises to increase investment on the basis of reasonable
cost planning. Secondly, in terms of risk management, it is necessary to fully utilize big data technology, increase the
data dimension of risk quantification models, and improve the risk management system based on big data. Thirdly,
enterprises should attach importance to technological research and innovation, provide sufficient financial support,
and not choose cheap technology outsourcing to save immediate costs while ignoring long-term benefits. Fourthly,
enterprises should attach importance to continuous technological updates, regularly test existing systems, and
promptly introduce advanced domestic and foreign technologies when existing technologies fall behind.

5.1.2 Improving the Efficiency of Internal Control over Internet Financial Risks

Internet finance enterprises should attach importance to improving the efficiency of internal risk control, including
the following aspects: first, improving the organizational framework of the enterprise and clarifying the hierarchical
structure of risk management. At present, the comprehensive strength of most Internet finance enterprises is not
strong, and the organizational framework of the enterprises is far from as perfect as traditional financial institutions.
There is no risk management committee, independent risk management department, or audit department established,
and the daily risk management internal control process is not perfect, which affects the efficiency of internal control.
Secondly, clarify risk responsibilities and improve the risk management performance evaluation mechanism. Enter-
prises should clarify departmental responsibilities and assign risk responsibilities to individuals, enhance employee
work seriousness, and actively prevent and control potential risks that may arise in their work. Departments or senior
management with risk management responsibilities should fulfill their responsibilities with due diligence. Enterprises
should add risk management projects to the performance evaluation of each position and establish scientific risk
management performance evaluation standards for the risk management department. Once again, improve corporate
regulations and guidelines, and integrate risk management concepts into corporate culture. For example, developing
and standardizing enterprise risk prevention guidelines, business operation procedures, reward and punishment prin-
ciples, etc. Scientific and sound rules and regulations can effectively constrain employee behavior and improve exe-
cution efficiency. By integrating risk management-related rules into various regulations and norms of the enterprise,
it can subtly improve the overall risk awareness of the enterprise and integrate risk management ideas into the cor-
porate culture. Finally, improve the overall quality of employees and popularize risk management knowledge. The
overall quality can be improved through regular on-the-job training to popularize risk management knowledge or the
introduction of professional talents. Build an employee group with good professional ethics, honesty and trustwor-
thiness, serious work, and excellent skills to reduce operational risks. In addition, for the staff of the enterprise risk
management department, it is necessary to be proficient in internet finance risk management technology and have
rich experience, in order to improve the efficiency of risk management.
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5.1.3 Establishing a Good Business Management Concept

The management philosophy of enterprises directly affects their behavior, which in turn is related to social stability
and economic development. Internet finance risks are highly contagious, complex, and have a large impact area.
Internet finance enterprises establish a good business management philosophy, which can suppress the occurrence of
risks and maintain social stability. Specifically, internet finance companies should establish a business philosophy of
sustainable and stable development, with a focus on long-term interests. This concept can encourage enterprises to
attach importance to risk prevention, not blindly pursue high-risk and high-yield projects, choose projects rationally,
and operate steadily. Internet financial enterprises should also establish a legal and ethical management philosophy,
balance rights and obligations, and not infringe on the interests of customers and partners. Adhere to the bottom line
of the law, avoid legal loopholes, illegal fundraising, and fraud, and actively cooperate to curb money laundering
activities. Internet finance enterprises should also actively pay attention to national policy guidance, have a sense of
social responsibility, and consciously maintain financial order. This can greatly reduce the occurrence of legal risk
events, build a better Internet financial market environment, and stimulate investor enthusiasm.

5.2 Improving External Management of Internet Financial Risks

5.2.1 Promoting the Systematic Construction of Internet Finance Law

In recent years, China has gradually supplemented and improved relevant legislation on internet finance. Among the
46 pieces of legislation in the 2017 Legislative Work Notice issued by the China Banking Regulatory Commission,
3 involve Internet finance. It can be said that China has achieved certain results in the legal construction of internet
finance. However, China's laws and regulations related to Internet finance lack systematicity and do not yet form an
independent system. Usually, issues related to the Internet are specified in other legal provisions, and there are no
special provisions for Internet finance in the law. In most cases, legislation or regulatory processing related to Internet
finance is based on traditional financial laws and regulations.

The management of Internet finance requires the rule of law. The rule of law is not only sufficient to address the
issues exposed by Internet finance but also requires a complete legal framework, including both legislation and reg-
ulatory regulations. Internet finance requires the construction of a systematic and complete legal system, which is the
foundation for improving laws and regulations. Only in this way can we prevent potential risks before they are ex-
posed, rather than realizing the existence of the problem after it occurs. Specifically, special legal provisions on
Internet finance should be formulated, first drawing on the legal provisions of traditional finance and making corre-
sponding modifications around Internet finance. Secondly, refine internet finance activities, analyze potential issues
that may arise in each activity link, and fill legal gaps. Further improve the laws related to internet finance, such as
consumer protection and privacy protection, and improve the matters and corresponding punishment principles re-
lated to internet finance crimes in the Criminal Law and Civil Law. Finally, it is possible to draw on the relevant legal
treatment experience of foreign internet finance risk issues and further improve China's relevant legislative system.

5.2.2 Improving the Effectiveness of Internet Financial Regulation
Government regulation is the core part of external management of Internet financial risks, and its importance is self-
evident. In recent years, China's regulatory authorities have attached great importance to the regulation of the Internet
finance industry, and the regulation has gradually become stricter. However, simply increasing the level of attention
and strengthening regulatory efforts is not enough. More importantly, establishing a scientific regulatory mechanism
to improve the effectiveness of regulation, including both short-term risk containment and long-term risk suppression,
while also taking into account the role of regulation in promoting the development of the Internet finance industry.
Firstly, reasonably clarify the scope of regulatory subject rights and strengthen regulatory cooperation. Based on the
nature of the Internet finance business, clarify the corresponding regulatory entities and specify the rights and obli-
gations of regulatory agencies. China implements a financial separation system, but Internet finance has obvious
mixed industry characteristics. To achieve the effectiveness of regulation, communication, and collaboration between
regulatory departments should be strengthened within the framework of separate industry supervision, such as estab-
lishing a data-sharing platform. The geographical span of Internet finance activities is large, and it is necessary to
strengthen regional cooperation in regulation. Regulatory authorities and their dispatched agencies should further
improve the communication and feedback mechanism. In addition, we should actively learn from international regu-
latory experience and strengthen international cooperation.

Secondly, improve the regulations of Internet finance regulatory authorities. With the innovative development of
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Internet finance, regulatory regulations should be continuously improved to make them suitable for the current eco-
nomic environment. Regarding the adjustment of existing regulations and the establishment of new regulations, the
principles of timely application and long-term effectiveness should be followed. Based on a comprehensive analysis
of industry characteristics and risk situations, an effective balance should be made between fully controlling risks
and promoting industry economic development, and regulatory regulations that are in line with China's economic
development trend should be formulated. In terms of improving the access and exit standards, fund management
regulations, and other aspects of the Internet finance market, due to the emerging nature of the industry, the regulatory
system and regulations were not yet perfect, which to some extent overlooked risks. We advocate raising the threshold
for Internet finance, improving mechanisms, and strict management. Nowadays, regulation has achieved results, and
low-quality platforms in the Internet finance industry are gradually being phased out, reducing the number of plat-
forms and improving their quality. So, in the future, regulatory authorities should focus on how to improve the activity
of the Internet finance industry and promote its steady development through effective supervision, while ensuring
quality and controlling risks. Once again, improves regulatory efficiency and improves the internal performance
evaluation mechanism of regulatory agencies. On the one hand, to strengthen the professionalism of supervision, due
to the numerous incentives for internet finance risks that are difficult to control, corresponding regulatory agency
staff should have professional knowledge of information finance and rich experience in risk management. On the
other hand, ensuring adequate supervision and efficient execution. It is necessary to strengthen the sense of respon-
sibility and action of regulatory agency staff, establish an effective performance evaluation mechanism, clarify short-
term, medium-term, and long-term regulatory goals, and reasonably implement responsibilities. When discovering
new risk issues, it is necessary to actively study and propose regulatory opinions, establish a good communication
and feedback mechanism in continuous risk monitoring and subsequent supervision, and improve execution effi-
ciency.

Finally, promote the transformation of regulation towards a "functional™ approach. The so-called "functional” reg-
ulation refers to the development of Internet finance where regulatory agencies not only play a supervisory and con-
trol role but also use their own advantages to intervene in internet finance activities to manage risks and promote
industry development. For example, regulatory agencies can conduct research on Internet finance-related systems
and provide discounted system research and development services for early-stage internet finance platforms. Various
regulatory entities jointly establish an Internet financial data-sharing platform to enhance industry information trans-
parency. Regulatory agencies should gradually shift their regulatory focus from managing capital and liquidity re-
quirements to emphasizing financial activities, such as information protection, credit construction, and protecting
vulnerable groups in financial activities, in order to promote the transition from "rule-based" regulation to "func-
tional™ regulation.

5.2.3 Fully leverage the risk management function of industry self-discipline organizations

At the end of 2015, the China Internet Finance Association was established, which strengthened the industry's self-
restraint and played a positive role in internet finance risk management. Industry self-discipline organizations have a
natural information advantage in their own industry field, fully leveraging the role of industry self-discipline organ-
izations, and helping to manage internet financial risks. Firstly, it is necessary to clarify the legal status of self-
regulatory organizations in the Internet finance industry and grant them sufficient scope of authority. Provide a de-
tailed explanation of the legal applicability of industry self-discipline rules, and further improve industry self-disci-
pline standards and norms. Secondly, it is necessary to fully leverage the information advantages of industry self-
discipline organizations and establish industry data sharing and industry risk monitoring and control systems. Indus-
try self-discipline organizations delve deeper into the field of Internet finance and have a better understanding of
business processes and risk factors than government regulatory agencies. Industry self-discipline organizations have
professional advantages and the ability to develop more scientific risk management systems, which the vast majority
of enterprises in the industry cannot achieve. Therefore, industry self-discipline organizations should take advantage
of these advantages, timely anticipate and identify new risk factors and omissions in existing industry regulations,
and take measures as soon as possible.

5.3 Enhancing the Risk Resilience of the Internet Financial Market

5.3.1 Popularizing Internet Finance Knowledge and Improving Public Risk Awareness
Internet finance has universality, low participation threshold, wide business scope, and more targeting the "tail
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market". The 'tail market' is an 80% population with 20% wealth, mostly ordinary workers who lack professional
financial knowledge and have low-risk awareness and tolerance. The 'herd effect' of tail market investors is stronger,
and most investors are tempted by returns or follow the crowd when they are not clear about the essence and risks of
financial products. When risk events occur, tail market investors are more likely to panic and expand the spread of
risk. The public is the ultimate bearer of risk transmission. Improving public awareness of risk prevention and stop-
ping loss can help suppress risk transmission, reduce social losses, and enhance the overall risk resistance of the
Internet financial market.

The government and regulatory agencies should strengthen the popularization of Internet finance knowledge, ad-
vocate rational investment, and enhance the risk prevention and control awareness of the public. Establish a special-
ized internet finance knowledge platform, disseminate scientific investment concepts, essential risk management
knowledge, and internet finance risk event cases, and strengthen the popularization and promotion of this platform.
It is recommended that each Internet financial wealth management product project should be registered on the plat-
form and a network link should be established. Investors can access the registration page of the platform website
where the wealth management product is located through the link to view the product introduction and risk warnings.
Expert evaluation and investor feedback evaluation columns can be set up, and the government and regulatory agen-
cies can ensure the professionalism of expert evaluation. Investors must log in to the platform with their real names,
and only those who have purchased similar financial products can evaluate. This ensures the objectivity of the eval-
uation, effectively compensates for the limitations of personal knowledge and information of new investors, and to
some extent, prevents false promotion of internet financial products.

5.3.2 Strengthening Information Transparency in the Internet Financial Market

Information asymmetry is an important inducement for Internet financial risks, and strengthening information trans-
parency can enhance the risk resilience of the Internet financial market. Enhancing information transparency should
be further improved through information collection, disclosure, sharing, and regulatory information sharing. Firstly,
information collection should make full use of big data technology, establish an information database, ensure the
universality and authenticity of the information, and improve the social credit reporting system and the construction
of the Internet real-name system. The construction of a credit reporting system should be based on a scientific system
architecture and evaluation indicators, expand the coverage of credit reporting, link credit reporting platforms with
personal files, and conduct dynamic scoring. When participating in internet finance activities, personal credit scores
can be consulted by enterprises, and the credit scores of internet finance enterprises should be made public to society.
In terms of real name system construction, it is necessary to widely establish personal real name login, including
games, social networking sites, online transactions, etc. Based on the real name system, a database for future reference
should be established. Enterprises should improve market access registration management and create a comprehen-
sive real-name environment.

6. Conclusion

In summary, the development of the big data era has brought significant risks and challenges to the financial industry.
To solve the problem of internet finance risk management, it is necessary to combine the current development reality,
understand the impact of internet finance development on the traditional financial industry, analyze the specific man-
ifestations and characteristics of financial risks, and analyze the reasons for their occurrence. Establish a big data
development mindset, attach importance to understanding the characteristics of the big data and digital development
era, improve the construction of risk management mechanisms, attach importance to the cultivation of professional
talents, and better prevent financial risks, Promote the healthy development of the financial industry.
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