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  Abstract 
The digital identity authentication system serves as a gateway connecting the phys-
ical world and the virtual metaverse. The metaverse is primarily a self-governed 
universe that upholds the principles of freedom and aims to create a "decentralized" 
world free from government oversight. To ensure the metaverse's development, it 
is necessary to establish a set of official and unified meta-rules, as the social struc-
ture of the metaverse differs from that of the real world. This paper analyzes various 
data scenarios from the perspective of civil rights elements to explore measures for 
protecting information rights. The fundamental basis for the operation of the meta-
universe is blockchain technology. Blockchain technology adopts a distributed stor-
age structure, where multiple entities maintain a copy of the ledger. Algorithms 
have the power to establish trust, but they can also undermine it. Regulating algo-
rithms with algorithms could be an effective approach to governing the interactive 
layer of the metaverse. 
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1. Overview and characteristics of the metaverse 

1.1 Overview of the metaverse 

The term metaverse originates from the virtual world (Metaverse) mentioned in the 1992 science fiction novel 
Snow Crash, which symbolizes the separation of the physical body from the spirit into a spiritual utopian world 
dominated by freedom values. With Zuckerberg's renaming of Facebook as Meta and the release of the movie "Run-
away Gamer", the metaverse has officially entered the public eye. The subject of the metaverse is the "data person", 
a "digital twin" of the real human in the physical world. The "natural human" in the real world establishes the con-
nection between the virtual world and the real world through a series of technologies such as "wearable sensing 
devices" and "avatar personalization engine", which allows human perception and touch to travel between the two 
worlds without hindrance. In addition, the "digital twin" technology allows "real people with consciousness" to have 
their biometric data and realistic digital images on the metaverse. From a technical point of view, the emergence of 
the metaverse has brought humanity into the third generation of the Internet era. Still, the creation of the metaverse 
requires a lot of technical support, such as big data, cloud computing, blockchain, and algorithms, but the most sig-
nificant one is the 5G technology needed to support its high fluency. In short, the meta-universe is a product of the 
epochal change of the Internet that combines the most advanced technologies of modern times. 

In February 2022, the People's Government of Tongzhou District, Beijing issued "Measures to accelerate the in-
novation and development of metaverse in Beijing's urban sub-center" and in July 2022, the People's Government of 
Shanghai issued "Shanghai's Action Plan for Cultivating a New Track of "Metaverse" (2022- 2025)" (Zhang Qinyu, 
2023). The development of the metaverse has also exposed many legal problems, and the rule of law thinking should 
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be used to guide and treat metaverse in the case of relatively lagging rules. 

1.2 Characteristics of Metaverse 

1.2.1 The metaverse is highly autonomous 
The metaverse is mainly based on internal control, and it always adheres to the value of freedom, emphasizing the 

establishment of a "decentralized" world without governmental supervision, in which the social structure will no 
longer be the traditional pyramid, but will tend to be flat. In the real world, the main mode of operation is centralized, 
with the government controlling political rights and various platforms acting as "gatekeepers" and becoming the 
central node connecting consumers and operators (Zhang Qinyu, 2022). The world of the metaverse, on the other 
hand, abandons the traditional regulatory model, where people's will is not shifted by the regulation from higher 
powers and aims to build a decentered spontaneous and self-generating world. 

1.2.2 Meta-universe has the duality of reality and imagination 
First of all, the metaverse is a virtual world that is interconnected with the real world and exists in parallel. It is 

based on cutting-edge Internet technology, which allows it to both map the real world and function independently 
from it. As a result, the metaverse has a strong connection to the real world. The metaverse world is distinct from the 
entirely fictional world because the entirely fictional world is a captivating concept of human progress that is entirely 
disconnected from reality. The metaverse is a new digital living space that utilizes high-tech equipment to interact 
with the real world. 

1.3 The concept of the digital identity system in the metaverse 

In the metaverse, digital identity authentication refers to the verification of users' identity information by digital 
means, so that users can interact and move around online in the metaverse. Digital identity authentication is the 
foundation of metaverse access and has an irreplaceable status. It can be implemented in a variety of ways. One 
common way is to use blockchain technology. Users can register their virtual identities on the blockchain and au-
thenticate them by means of passwords or biometrics. 

2. Special legal issues involved in the digital identity authentication system in the metaverse 

2.1 Identity subject rights and interests of the metaverse digital identity authentication system 

The digital identity authentication system in the metaverse will involve the rights and interests of two types of 
identity subjects: real people and digital people: 

2.1.1 The rights and interests of real people involved in the digital identity authentication system 
First of all, the metaverse is a real-world "natural person" who establishes the connection between the virtual world 

and the real world through a series of technologies such as "wearable sensor devices" and "avatar personalization 
engine". If you want to enter the metaverse, you can't avoid digital identity authentication, which will inevitably 
collect a lot of personal information and transform it into data. Compared with the traditional mobile Internet era, the 
metaverse will further expand the scope of sensitive personal information collection, which may include the user's 
pupils, brain waves, and so on. In the era of the metaverse, the mining of personal information presents comprehen-
siveness, and the safety protection of sensitive personal information of real people will be tested. 

2.1.2 Digital identity authentication system involves the issue of identity subject rights of digital people 
A digital person can be divided into an "intelligent digital person combined with the real body" and a "digital 

person separated from the real body". The "digital person combined with the real body" is the "real person with 
uploaded consciousness", which is the fusion of the natural human subject in the real world and the virtual subject in 
the meta-universe, reflecting the duality of reality and reality in the meta-universe, and its essence is human-computer 
interaction, which is the subjective will and emotion of the real person transformed into the form of code mapped in 
the metaverse world. The "digital person separated from the real body" refers to the digital body that is separated 
from the will of the real person, and its interaction activities are not controlled by the subjective will of the person 
but by the algorithm. 

In the meta-universe, the identity of a digital person is authenticated through a "decentralized" authentication 
method, such as the public and private keys of the blockchain to prove the identity of the subject. At this point, it is 
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necessary to use the digital identity authentication system to distinguish the form of a digital person in order to achieve 
classification protection. From the perspective of civil rights subject only, the controversial issue is the lack of legal 
status of a digital person, and there are two doctrines of "property theory" and "same theory" in academic circles. The 
"property theory" advocates that the digital person does not have civil rights capacity, but only the property of the 
real person in the meta-universe (Yang Yanchao, 2022). "The same theory" advocates that the real person and the 
digital person are the same subjects, and they have the civil subject qualification and thus the civil rights capacity. 
However, both doctrines are unable to accurately locate the legal status of a digital person and thus cannot classify 
and protect their identity rights and interests. 

2.2 The problem of responsibility sharing in the metaverse digital identity authentication system 

In the metaverse, since the digital identity subject involves the collaboration between multiple platforms and or-
ganizations, this may lead to the problem of responsibility sharing in the digital identity authentication process. The 
biometric information collected in the digital authentication process of the metaverse is sensitive personal information, 
and due to the complexity of the infringing subject, the unknown nature of the infringing act, and the irreversibility 
of the infringing result, it is more important to clarify the responsibilities of all parties in order to solve the problem 
in time. The process should be clarified to include data collection, digital identity authentication, data management, 
data sharing, and other aspects throughout the process. 

2.3 Legal application of metaverse digital identity authentication system 

The rapid development of the metaverse also leads to the legal issues involved to the legal issues become more 
and more complicated, because the metaverse has the characteristics of transcending national boundaries and geo-
graphical restrictions, and also involves the laws of several countries and regions. Firstly, the metaverse has its own 
rules, and different metaverse may have their own rules and terms among each other. These rules and treaties can 
bind the behavior of users within the platform, and can also be considered as the internal legal rules of that platform. 
Secondly, due to the cross-border and cross-regional characteristics of the metaverse, Xu should consider the appli-
cation of laws in different countries and regions when conducting cross-border authentication in the metaverse world. 

3. Analysis of the solutions to the special legal problems of digital identity authentication systems 
in the metaverse 

3.1 Designing a dual legal personality system for real and virtual persons 

The dual legal personality system of a real person and a virtual person means that the civil rights capacity of a real 
person and the civil rights capacity of a virtual person are independent of each other. According to the dual legal 
personality system, it is known that the "virtual person combined with the real body" certainly enjoys independent 
civil rights and obligations and civil liability. The dual legal personality system includes the following specific con-
tent: (1) The personality of the real person is the legal personality that is certified and given by centralized institutions 
such as the government in real society. The personality of a virtual person is the basis for the legal protection of the 
virtual person in the meta-universe world, and its identity is authenticated in the meta-universe using a decentralized 
approach. Although the virtual person is the mapping of the natural person in the metaverse, the personality rights of 
the two should not be mixed but should be independent of each other. (2) The real person and the virtual person bear 
independent legal responsibilities, and the civil responsibilities of the real person in reality and the civil responsibil-
ities of the virtual person in the metaverse cannot be directly extended to each other (Yang Yanchao, 2022). 

3.1.1 For the problem of identity rights of real people: improving the legislative protection of biometric infor-
mation 

The biometric information collected by the platform breaks through the traditional scope of biometric information 
collection when natural persons perform digital identity authentication access operations through peripheral devices 
in the real world. For this reason, it is necessary to speed up the legislation on biometric information to avoid the lag 
between the law and the increasingly developing metaverse. In terms of legislation, the Civil Code - Part on Person-
ality Rights only lists biometric information within the scope of personal information without further differentiation; 
the Net Security Law does not distinguish between sensitive personal information and general personal information, 
so personal biometric information can only be protected as general personal information. On August 20, 2021, the 
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Law of the People's Republic of China on the Protection of Personal Information (hereinafter referred to as the "Per-
sonal Protection Law") was adopted at the 30th meeting of the Standing Committee of the 13th National People's 
Congress. It shall come into effect on November 1, 2021 (Diao Shengxian & Jiang Yin, 2022). 

It formally included biometric information into the category of sensitive personal information at the legislative 
level, but the specific aspects are still not clear, which also led to the existence of difficulties in the judicial field such 
as fragmented legal basis and narrow protection path. For this reason, we should take the legislative convergence as 
the focus of legislative construction, make great efforts to promote the consistency of the Civil Code and the Personal 
Information Protection Law, and further refine the rules of biometric information processing and utilization, as well 
as the ways to safeguard rights and remedies after infringement. 

3.1.2 Identity rights and interests of virtual persons: establishing a meta-rule authentication mechanism for 
different categories of virtual persons 

The dual legal personality system applies only to virtual subjects that are "virtual persons combined with the real 
body," whereas "virtual persons separated from the real body" are not granted legal personality due to their lack of 
subjective consciousness. In this case, it is necessary to establish a meta-rule authentication mechanism to differen-
tiate virtual individuals based on their digital identity access. This will help determine the category of virtual indi-
viduals at a specific moment and store their information as data in the background for future identity verification. In 
the recently emerged ChatGPT, for instance, if the user has been inactive in the interface for a prolonged period, a 
pop-up window will reappear to verify if a real person is currently operating. The concept of a "virtual person com-
bined with a real body" suggests that, due to its legal personality, this fusion of real and virtual entities should be 
entitled to civil rights and civil obligations. The protection of rights should be based on the meta-rules of the meta-
universe, supplemented by the legal principles of the real society, in order to facilitate the maximum development of 
the meta-universe. The concept of the "virtual person separated from the real body" refers to a digital representation 
that has detached from the consciousness of the actual individual. It is a "virtual digital person" that becomes aware 
of its "absence" through its existence in the digital realm, transcending the limitations of time and space. "Presence." 
In practical terms, a virtual person is similar to a non-player character (NPC) in online games. It lacks subjective 
consciousness and can only be classified as a legal object. According to the design of the dual legal personality system 
for real and virtual persons, the concept of a "virtual person separated from the real body" should be treated as a 
distinct entity within the legal framework of the "virtual person combined with the real body". Due to the distinct 
composition and social structure of the physical world and the virtual world, it is well-established that human beings 
in reality are carbon-based organisms, with carbon serving as the fundamental element for the construction of physical 
entities. In the metaverse world, it is constructed using data and algorithms. For instance, in the case of a "virtual 
human separate from the real body," the entity is based on data. Therefore, the "virtual human separate from the real 
body" exists as an entity that is combined with the real body. Consequently, the "virtual person separate from the real 
body" exists as a "virtual person combined with the real body" and does not possess identity rights. 

In short, for the identity system authentication of the identity subject rights and interests must be distinguished 
from the categories of identity subjects and thus treated differently, so that the identity rights and interests of different 
categories of identity subjects can be protected to the greatest extent. 

3.2 Establishing the principle of attribution in the access stage of digital identity authentication and the 
third-party audit system in the management stage 

The data collection and identity authentication stage is collected, uploaded, and authenticated through physical 
devices, so it is essentially under the physical world and needs to be supervised by centralized departments such as 
the government. Traditionally, personal information infringement cases are based on the principle of fault imputation, 
but individuals are in a vulnerable position when facing large information processing platforms, so the principle of 
fault imputation alone will make the judicial remedy for individual users impossible. Based on the protection of the 
personal information of metaverse users, the principle of no-fault attribution for metaverse digital identity infringe-
ment can better compensate for the disadvantageous position of metaverse users as information subjects in terms of 
proof. Only by increasing the burden of proof of large information processing platforms can we urge them to better 
implement their security obligations and reduce the infringement in the data collection, uploading, and authentication 
stages of metaverse digital identity authentication. 

In the stage of data management and sharing, a third-party audit system should be established to regularly monitor 
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the data management and sharing of the platform, so as to truly realize the conversion from static governance to 
dynamic and responsive governance. The establishment of the third-party auditing system also preliminarily estab-
lishes a pluralistic governance framework with the participation of three parties: regulators, meta-universe users and 
enterprises' self-regulation. 

3.3 Establishing official and unified meta-rules 

In response to the increasingly complex legal application of the metaverse, it is necessary to establish official 
unified registration meta-rules with a central authentication mark. This is because the essence of digital identity au-
thentication is to authoritatively and independently certify institutions for the user's uploads. 
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