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and the attacks on key information systems are more frequent. Predicting attackers
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1. Introduction

With the acceleration of the information process, the situation of network security is even severe, and the hacker at-
tacks on the company’s key information system are more frequent. For every company, an important prerequisite to
guarantee its business continuity and production security is to ensure the security of critical information systems. Due to
the diversity of the key information system, the facing attack situation is complicated. However, it is a common mission
to establish the security protection strategy for each key information system with the security protection system. In
view of the current international situation and business requirements of the company, overseas network attacks consti-
tute a major network security threat. Therefore, the front and back end systems of the company should be connected to
the firewall and corresponding policies should be configured to prevent overseas attacks [1-3, 5, 8, 10]. Firstly, admin-
istrators should collect the intercept and perception data of the security system, which is convenient to analyze statisti-
cally and to construct attack model accordingly [6]. Last, the reasonable security strategy is to be constituted [7, 10].

It’s obvious that the accuracy of attack model comes from the accuracy of attack data, while the efficiency of security
policy relies on the accuracy of the attack model. The attack parameter consists of four dimensions: IP address of at-
tackers, content, type, time of attack. Analysing of these four dimensions, the real overseas attacks can be identified and
the credibility of attack data can be improved. By observation, the real attack form on the sensing system are mainly
SQL injection, XSS attack [9, 11], network scanning [4], sensitive information disclosure, host detection, file upload,
permission bypass, directory traversal and so on [12]. It is notice that the high efficiency of security tactics contains
effectiveness, fast convergence, and low error blocking rate.

In this paper, we first propose the dynamics model of network attack, employing the dynamics theory and method of
physics and mathematics to analyze the attack. Besides, the security protection strategy of firewall is optimized corres-
pondingly, so that the number of attacks converges to 0 tremendously, and the probability of false blocking retains low.
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2. Theory

At present, the reconnaissance network scanning behavior with zgrab and nmap scanning tools occupies the overseas
attack behaviors recorded on the perception platform and cloud firewall system, and the attack source is distributed all
over the world. There is a difference between the time when the network security administrator discovers the IP address
of attackers and the moment when the defense system records that. In addition, the interval for sentencing the attack
from the same IP address should not be too short. Therefore, the aggregation algorithm is adopted, that is, all attacks of
the same IP on the same day recorded on the system are taken as 1.

We take the cloud firewall as an example, collecting the data hackers attacked the cloud database from September to
November recorded by the cloud firewall. Assuming that the attacker originates from different organizations, each or-
ganization has at least one IP segment A. In order to conceal their IP, realize more lasting detection and prepare for
more powerful attacks, the attackers hardly use its IP to scan and assault the company’s critical systems directly, but
exploit the proxy server. The attack organization will find several proxy servers, replacing them regularly to launch at-
tacks on the company’s business critical systems. In view of the resource distribution of the attacks and the political
situation of the world, the attack behavior can be described by analogy with the vibration theory. That is, the root cause
of the attack is the existence of a “force”, which drives the attack behavior, and the source of “force” depends on com-
plicated factors, such as economy and politics. The number of attacks can be likened to the “amplitude” of a vibrator in
dynamics. Obviously, the complex periodicity of the force triggers the complex periodicity of the amplitude. Using the
mathematical description of the amplitude of complex periodic motion in dynamics, the number of attacks can be writ-
ten as:

E =3, Ay + A cos(w;t + ;) + 6, (1

where, 4; denotes the equilibrium constant, 4; represents amplitude, w; is v;- brational frequency, ¢ is time, y; represents
initial phase. 6 denotes disturbance factor. However, w;, 4; and 6 are the function of time occasionally. Thus, we take it
as:

;= w; (t), A;= 4; (1),6 = 6 (1). (2)

In our work, we construct a model consisting of five attack source superimposed a disturbance. By adjusting the am-
plitude, frequency and other parameters, we ultimately determine the parameter N = 5, and set 6 with a linear model.
Namely, the disturbance factor can be calculated by:

6 =60 + 6k (t). 3)

where, 6k is the function of time, and we take 60 as 0. After calculation by formula (1) to (3), we obtain the attack curve,
resembling the intercepted attack data of the cloud firewall system, as shown in Figure 1 below. In the figure, the blue
curve represents the case that the number of attacks simulated by the theory change over time, while the red curve dis-
closes the trend that blocked by the cloud firewall system varies with time. It’s manifest that the two curves fit fairly
well. It is worth noting that time is measured in “’days”, Sep- for September, Oct- for October, and Nov- for Novem-
ber. From the figure, the overall situation of attack is relatively stable, whereas there is a significant climb in early Oc-
tober and a remarkable decline in mid-October. Actually, the reasons of dramatic diversification are that the business
growth on National Day holiday and that The 20th National Congress of the Communist Party of China was held.
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Figure 1. The number of attacks changes over time.

In theory, we could exceptionally drop the number of attacks by only marking the top 10 percent of attackers’ IP ad-
dresses and blocking them. However, the proportion of disturbance factor taken up in the total number of attacks in the
attack model is not too small enough to be neglected. In case of that, the harm caused by disturbance factor can not be
underestimated definitely. Therefore, we should fully consider the influence of the disturbance factor, and take meas-
ures to weaken the impact of that. We should adopt scientific security strategy, that is, blacklist strategy to greatly de-
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crease the affect of disturbance factor, and keep the low false sealing probability.

3. Security policy

We can develop the blacklist strategy scientifically by the analysis of attack model. First of all, we confirm the real
attack behavior through the situational awareness platform. After that, we detect the IP territory of the attacker once
more, writing down the IP of the attacker outside China. Then we search the attack history of the previous year until
that day, and use the observed attackers’ IP on that day to carry fuzzy range matching among the history. For instance,
if the IP of the attacker is 192.241.199.252, fuzzy matching is performed on segment C first, that is, attack records of
the past year are queried on 192.241.199.*. With that, the fuzzy matching of segment B is fulfilled by probing
192.241.*. Eventually, the fuzzy matching of segment A is terminated by examining 192.*. After the fuzzy matching of
segments A, B and C, we recorded the results, comparing it with IP libraries in China, and verified with online IP query
tools. In view of the matching data originated from awareness platform, All of IP belongs to one certain A segment will
be blocked on the Intranet firewall after online query and authentication, if there are frequent attacks which come from
different B segments of that within one year. Similarly, All IP of one certain B segment will be completely prohibited if
these attacks come from the same B segment under the same A segment. Likewise, All of IP making up one certain C
segment will be proscribed entirely if the attack originates from the same C segment under the same B segment in the
same A segment. We check the sensing platform is once a day, meaning that the frequency of adjusting the blocking
strategy is once a day, and when is set at 23:00-24:00. The simplified topological diagram suffered the network attack is
shown as Figure 2.

In the above strategy, the comparison of static IP libraries and the query corroboration of online IP query tools are
common used to prove that the IP addresses of these attackers belong to foreign countries, only to reduce the probability
of false sealing and missing sealing. Daily fixed-point query is designed to strongly converge the number of attacks.
Moreover, the cloud firewall only protects the cloud database, while the company’s perception platform comprises all
the front and back end of the business system, leading that it can detect more attacks than the cloud firewall. The attack
data perceived by the overall awareness platform and the cloud firewall changes over time as shown in Figure 3 respec-
tively, who stems from the awareness platform contains the situations under which security policies are adopted and not
adopted.
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Figure 2. The topological diagram of network with attack situation.
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We adopted the “silent” policy, that didn’t break the attack behavior in September. But in October, we embarked
upon blocking the IP of the attacker on the Intranet firewall system. However, we pauzed the blacklist policy for busi-
ness reasons from October 31 to November 7, and restarted that from November 8 to November 30. As shown in the
figure 3, when the optimized policy is adopted, the number of attacks decreases significantly and blocking is realized. In
addition, it is worth noting that the firewall allocated the security policy is the Intranet firewall, not the cloud firewall.
The data of three months are summarized to acquire the overall attack curve, as shown in Figure 4.

In the figure, SA indicates the attack curve sensed by the perception plat- form, and FW indicates the attack curve in-
tercepted by the cloud firewall sys- tem. In the first half of October, a point-blocking strategy was adopted, that is, a
single IP address was blocked instead of an IP segment, so the number of attacks didn’t decrease remarkably, showing
slow convergence. However, in the second half of October, the above block blocking strategy was undertaken, causing
the number of attacks decreased rapidly. Unfortunately, all blacklist policies were cancelled abruptly due to special
reasons on October 31, so the number of attacks steeply increased. Then, the segment blocking tactic was resumed on
November 8. There is no doubt that the number of attacks began to violently converge again. Apparently, after the se-
curity policy is adopted, the number of attacks quickly converges to 0. However, the number of attacks doesn’t maintain
zero perpetually rooted in the complexity of IP territories. It is intriguing that the attack frequency and curve trend per-
ceived by SA and FW are in great alignment without the influence of security policies, despite the number of attacks
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sensed by SA is greater than that of the FW. Therefore, it is reasonable for the SA and FW to apply the same attack
model when taking no policy.
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Figure 3. (al)-(a3) shows the change of the number of attacks recorded by the perception platform over time (SA). (b1)-(b3)
shows the change of the number of attacks recorded by the cloud firewall system over time (FW). (al)- (b1), (a2)-(b2),(a3)-(b3)
respectively show the situation in September, October and November.
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Figure 4. The number of attacks changes with time.

4. Discussion and challenges

The effect of disturbance factor in the attack model established in this paper is closely related to the policy and eco-
nomic situation, and cannot be ignored. Needless to say it has a certain impact on the accuracy of the model. Fortunate-
ly, the problem can be tackled perfectly by further optimizing of disturbance factor function.

In the security policy, we demonstrate the IP territory with the awareness platform, IP library and online query tool.
However, sometimes the IP area searched by three ways is distinct each other, which affects the identification of the
real IP territory. We call such IP including it’s segment “singularity”. IP distribution assigning, market trading and other
behaviors make IP territory complicated and discontinuous”, result in the existence of “singularity” “singularity”,
which is the root cause of attack escape and false interrupting. Because of the singularity, the number of attacks cannot
be cut to 0 forever, but can only fluctuate around 0. For the “singularity”, the reconnaissance and corroboration period
should be shortened, and the security policy should be adjusted on time: the middle and high suspicious singularity
should be blocked, the low should be detected deeply at the same time. After receiving the false blocking report, the
policy should be modified immediately, in particular removing the false blocked IP. In short, the singularity exists eter-
nal, but it can be weakened by a series of measures.

5. Conclusion

This paper gathered and analyzed the attack data of the company’s key information system from outside China in the
recent quarter exploiting the company’s cloud firewall, Intranet firewall and situational awareness platform. We
construct the model of overseas network attacks by analogy the dynamics theory in physics, which obtains perfect
demonstration by the real data. Furthermore, the security policy of Intranet firewall system is optimized
correspondingly. It is evident that the number of overseas attacks converges to 0 steeply and the blocked tactic is
efficient. Last but not least, we summarize the deficiency of attack model and security blocking strategy, proposing the
concept of IP “singularity” and the methods to weaken the influence of “singularity” to improve the accuracy of
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prediction and blocking.
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