
 
Engineering Advances, 2023, 3(2), 144-148 

https://www.hillpublisher.com/journals/ea/ 
ISSN Online: 2768-7961 

 

DOI: 10.26855/ea.2023.04.013 144 Engineering Advances 
 

Comparison of Encryption Algorithms for 
Wearable Devices in IoT Systems 

Hao Zhou 

University of Edinburgh, Edinburgh, Scotland, UK. 
 
 

How to cite this paper: Hao Zhou. (2023) 
Comparison of Encryption Algorithms for 
Wearable Devices in IoT Systems. Engi-
neering Advances, 3(2), 144-148. 
DOI: 10.26855/ea.2023.04.013 
 
Received: April 17, 2023 
Accepted: May 15, 2023 
Published: June 13, 2023 
 
*Corresponding author: Hao Zhou, 
University of Edinburgh, Edinburgh, 
Scotland, UK. 
 
 

  Abstract 
In industrial, medical, transportation and other key applications, the dependence 
on the Internet of Things applications is increasing rapidly, which has greatly 
changed the security landscape. In the past, enterprise applications generally had 
available resources to deal with security algorithms at any time, but nowadays, 
enterprise-level IoT applications are suffering from increasing threats, and their 
attack targets are the expanding network of resource-constrained IoT devices. 
When enterprises are eager to meet the rapidly emerging opportunities of the In-
ternet of Things, the deployed IoT devices often fail to support basic security 
measures in function, so it is difficult to protect the stored data, and it is impossi-
ble to guarantee the exchange of data and commands on vulnerable networks. The 
thesis is about the comparison of encryption algorithms for wearable devices. Be-
cause the most popular wearable devices in the market are smartwatches, choosing 
the smartwatches as sample to analysis. Moreover, based on the current crypto-
graphic protocol standards that are being used in IoT, choosing AES, PRESENT, 
RSA and ECC algorithms as the comparison in the encryption algorithms. Also, 
the hybrid algorithm called HAN show impressive potential and security in en-
cryption. 
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1. Introduction 

The Internet of Things (IoT) is composed of many devices that are connected through the Internet [1]. IoT devices 
has become highly popular and has penetrated new markets as well which can help humans to upgrade their daily life-
style [2]. The common IoT devices in the market are smart watches, smart glasses, smart shoes and so on. Wearable 
devices collect sensing information, and transfer sensing information from user to servers via the Internet. Wearable 
devices, users and server communicate over a public (insecure) channel as they are connected through the Internet [3] or 
Bluetooth. Because the sensing information includes human activities, heart rates, daily route, and the environmental 
information, it’s essential to ensure smart devices has strong security and encryption algorithms. On the other hand, 
compared with smart Phone and computer, wearable devices have a smaller size and higher demand for the energy con-
trol. Wearable devices cannot directly replicate the encryption strategy from the smartphones and computers. Current 
cryptographic protocol standards that are being used to provide security for wearable devices include Secure Hash Al-
gorithm (SHA), Advanced Encryption Standard (AES) and Rivest–Shamir–Adleman (RSA) [4]. 

1.1 Security attacks for wearable devices 
Communications in wearable devices happen via Internet or Bluetooth, which is a publically available network. This 

makes it susceptible to various attacks which cause interruption in smooth working of wearable devices. Some serious 
security vulnerabilities may lead to theft of user data and the spread of viruses [5].. Some attacks are discussed below. 
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 Eavesdropping: This attack is on the confidentiality as the intruder gets hold of the data being shared between 
sender and receiver. The other devices can constantly monitor data of the compromised device and can also 
transmit false messages to gather personal data of that device [6]. 

 Denial of Service Attack: This attack stops the services of the net- work for authorized users as unauthorized 
users try to connect to that network. DOS in Physical Layer causes Jamming (the channel used for communica-
tion between the nodes is occupied by unauthorized party), nodetampering (sensitive information is extracted by 
physical tampering of the nodes). On network layer DOS attack causes spoofing (a useless message is sent by a 
malicious node which is then replayed by the attacker to generate a high traffic) [7]. 

 Man-in-Middle: In this attack an intermediary user gets the key of one of the communicating party and starts 
exchanging information as if it is the valid party. It is a dangerous attack, the attacker fakes as the original send-
er. The attacker can trick the recipient into thinking they are still getting a correct message [8]. 

 WiFi hacking: This is essentially cracking the security protocols in a wireless network, granting full access for 
the hacker to view, store, download, or abuse the wireless network. Usually, when someone hacks into a WiFi, 
they are able to observe all the data that is being sent via the network. 

 Wormhole: This DoS attack causes rearrangement of bits of data from its original position in the network. An 
attacker records bits at one location in the network, channels them accordingly to another location, and then re-
transmits them there into the network [9]. 

 Fabrication: The attacker causes unauthorized insertion, modification of data into the IoT system. This causes 
threat to the authentication of the system as the sender has no knowledge that the system is compromised [10]. 

1.2 Security analysis on real examples of wearable devices 
The most popular wearable devices in the market are smartwatches ands mart glasses. The main player in wearable 

devices is Apple, Samsung, XiaoMi and Google. 
 Apple Watch: is a smartwatch developed by Apple Inc. It incorporates fitness tracking, health-oriented capabil-

ities, and wireless telecommunication, and integrates with iOS and other Apple products and services. The Ap-
ple network communication primarily in conjunction with the user’s iPhone, but can separately connect to a 
WiFi network for some data reliant purposes. 

 Samsung watch: is a smartwatch developed by Samsung Electronics in 2018. It also incorporates fitness track-
ing, health-oriented capabilities, and wireless telecommunication, and integrates with Samsung smartphone or 
Android smartphone. 

 Xiaomi watch: is a smart band developed by Xiaomi in 2014. It also incorporates fitness tracking, 
health-oriented capabilities, and integrates with Xiaomi smartphone or Android smartphone. 

 Google glasses: is a brand of smart glasses developed by Google in 2013. It was the first impression-level smart 
wearable device, and its emergence has led to the stimulation and development of the wearable devices market. 

Hence, choosing Apple watch, Samsung watch, XiaoMi watch, Google glasses as the real example to analysis. 
The table above shows that there are many common security vulnerabilities inside the wearable devices. Some at-

tacks such as Dos, Fabrication, Eavesdropping and spyware can cause significant damage to user privacy and security 
of user devices. If these attacks reach the user’s device, it will cause the user’s personal information to be stolen, the 
user will not be able to use the device properly and the user will receive tampered and fraudulent messages. Some of the 
vulnerabilities have been improved. 

1.3 Security challenges for wearable devices 
The attacks on IoT network is discussed so to keep all connected devices secure security required. The IoT security 

classify in 3 ways. These are security and data protection, authentication and identity management, and Privacy. 
 Security and Data Protection: Since wearable devices are wireless and share sensitive information public 

networks. They become vulnerable to malicious attacks and information theft, so it requires advanced technolo-
gies to secure the system [11]. Cryptographic algorithms are a good way to secure the information security of 
wearable devices. Because of wearable devices features, cryptographic algorithms need less energy consump-
tion, but should not compromise on their efficiency [12]. 

 Authentication and Identity management: It is an important component of any security model. Each object in 
the IoT network should be able to identify and authenticate other objects. A unique identifier can be used to 
create a personal identity for these objects. The personal identity of these objects. It ensures the identity of smart 
objects before any communication between them. A mechanism that enables devices to authenticate with each 
other before each interaction before each interaction is very crucial for the success of the IoT [13]. 

 Privacy: As objects become traceable through the Internet of Things, privacy-related threats have increased 
exponentially. It is important to ensure that data is secure so that it cannot be misused by any third party. Nev-
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ertheless, issues related to data ownership should also be addressed. In order to make users feel comfortable in 
being part of an IoT system, measures must be taken. The ownership of the information collected from different 
smart objects must be clearly established. Owners must be assured that their data will not be used without their 
consent, especially when the data is shared on the Internet [14]. The privacy of the information can be ensured 
through privacy policies. Smart devices can be equipped with these policies. Thus, when smart objects come in 
contact with each other, they can be compatible through their respective privacy policies before exchanging any 
information [15]. 

2. Encryption algorithms for wearable devices 
Overview of Cryptography for Wearable devices: Cryptography is a technique in which we can encrypt data into ci-

pher text for its secure transmission. Cryptographic ciphers are of two types, symmetric and a symmetric ciphers. 
Symmetric key encryption uses same key for both encryption and decryption of data. This method of encryption is ex-
tremely secure and relatively fast [16]. Some of the symmetric key ciphers are AES (Advanced Encryption Standard) 
and PRESENT. In addition, Asymmetric key encryption uses two keys, private and public key for communication be-
tween the sender and receiver. Asymmetric encryption provides authentication, confidentiality and integrity. To ensure 
confidentiality and Integrity the sender uses public key for encryption of data and the receiver uses his private key to 
decrypt it [17]. 

2.1 Introduction of lightweight encryption algorithms for wearable devices 
Symmetric Encryption 
 AES: Advanced Encryption Standard is a symmetric block cipher chosen by the U.S. government to protect 

classified information. AES is widely adopted and supported in both hardware and software. AES has built-in 
flexibility of key length, which allows a degree of ‘future-proofing’ against progress in the ability to perform 
exhaustive key searches. It is a symmetric block cipher, works on the block length of 128 bits with variable key 
sizes of 128, 192, 256 bits. It is based on substitution permutation network (SPN). 

 PRESENT: is also based on SPN structure. It is one of the ultra- lightweight algorithms used for security. It has 
key size of 80 or 128 bits and operates on blocks of 64-bit [18]. PRESENT aims to provide the equally security 
under extremely constrained environments such as RFID tags and sensor networks. 

Asymmetric Encryption 
 RSA: Rivest–Shamir–Adleman is a public-key cryptosystem that is widely used for secure data transmission. 

An RSA user creates and publishes a publickey based on two large prime numbers, along with an auxiliary val-
ue. The prime numbers are kept secret. Messages can be encrypted by anyone, via the public key, but can only 
be decoded by someone who knows the prime numbers. 

 ECC: Elliptic-curve cryptography is an approach to public-key cryptography based on the algebraic structure of 
elliptic curves over finite fields. ECC allows smaller keys compared to non-EC cryptography (based on plain 
Galois fields) to provide equivalent security. ECC has proved to be stronger against various attacks in wireless 
sensor networks and many other wireless suitable environments. It provides the same level of security in a 
160-bit key size when compared to security provided by 2048-bit key size of RSA [19] [20]. 

The Table shows ECC has better performance and provide high security than RSA when large key size is used. So, in 
the modern era for authentication purposes ECC will be preferred over RSA in wearable device. 

However, in addition to the above four encryption algorithms, there is another algorithm named HAN. As a hybrid 
algorithm, HAN algorithm is not only fast in processing and generating signature, but also has high security. I will in-
troduce it in the next chapter. 

2.2 HAN Algorithms Analysis 
Hybrid encryption technique is a new model that can be used in wearable de- vices. Hybrid encryption technique is 

for information integrity, confidentiality, being non-repudiation in data exchange for wearable devices [21]. 
HAN Creating Key 
Key production process in AES is used to create a key. This step of HAN algorithm has been drawn from AEC algo-

rithm. It should be noted that produced key of h is on the basis of hexadecimal. Then public key h is produced. The aim 
is sending a hidden message from sender to receiver in which private key is just recognized by the receiver and public 
key by both sender and receiver [22]. So encryption process must have a tight security. It means that the encrypted 
message by the sender will be sent to the receiver in secret and safety. Therefore NTRU asymmetric encryption is used 
to enhance the security. When the sent message by the sender is encrypted, it should not be identifiable by any person 
other than intended recipient [23]. 

 
 



Hao Zhou 
 

 

DOI: 10.26855/ea.2023.04.013 147 Engineering Advances 
 

HAN Encryption 
Encryption=pr∗h+message (1) 

HAN Decryption 
a = f∗encryption (2) 
a=f∗(pr∗h+message) (3) 
Because(pr∗h=0) (4) 
Hence(a=b=f∗message) (5) 
Decryption=(fp∗b)/x2 (6) 

HAN Digital Signature 
Encryptionsign=(message∗f)/x2 (7) 
Decryption=(h/2∗fp∗Encryptionsign)/2∗h (8) 

2.3 HAN algorithm evaluation 
The results are shown the speed of the HAN algorithm even with digital signature is less than AES and RSA algo-

rithms. And the total speed time of HAN algorithm is also faster than AES and RSA [24]. 
In addition, the percentage of power usage in HAN algorithm is 11/81% of the AES algorithm, and is 13/65% of the 

RSA algorithm [25]. 

2.4 Conclusion of HAN algorithm 
HAN algorithm is considered as a suggested method that is a combination of AES symmetric encryption algorithm 

and NTRU asymmetric encryption algorithm for IOT improvement [26]. This algorithm has high speed to create a key, 
encryption and decryption and acceptable security in IOT. Safety of this algorithm is because of multinomial usage in 
encryption, decryption and digital signature to achieve a correct message. This algorithm uses less memory because of 
less fiscal complexity. This algorithm makes available the encryption in IOT with deduced attacks and improved secu-
rity [27]. 

3. Conclusion 
In summary, this thesis explores an overview that is about the security analysis of the wearable devices and some 

challenges of the wearable devices [28]. And the overview of encryption algorithms for wearable devices, and the hy-
brid encryption algorithms called HAN. 
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