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With the development of computer technology and Internet technology, the number of criminal crimes using the
Internet as a criminal tool, the object of crime and even the space of crime is more and more prominent. Compared
with the traditional criminal crime, the problem of Internet crime is more complicated and more technical in evi-
dence collection, examination and identification, which poses a new challenge in the science of criminal evidence.

1. Connotation and extension: Legal definition of evidence of cyber crime

1.1 The clarification of the concept of evidence of cyber crimes is the basis for the analysis of the identi-
fication of evidence of cyber crimes.

Cybercrime in a broad sense refers to the crime in which the suspect used the Internet in the process of commit-
ting the crime, including after the end of the crime. The time of the suspect using the Internet can exist in the prep-
aration stage and the implementation stage of the crime, as well as in the process of covering up the crime after the
crime. The crimes of this concept often involve a very wide range of charges, and the common charges can almost
be generalized cyber crimes. Relatively broad cyber crime refers to the crime with the network as the main tool.
The criminal activities of the suspects using the network mainly exist in the preparation stage and the implementa-
tion stage of the crime, and the result of the crime is inseparable from the application of the network tool. Network
crime in the narrow sense refers to the crime that attacks the network specifically. This kind of crime takes the
network as the main object of crime, the suspects are often good at computer technology, often use Trojan virus to
attack others' computers, the common charges involved are extortion, fraud, theft and so on (Wenbo Duan, 2015).

Cyber crime evidence mainly targets the broad sense of cyber crime, that is, the criminal suspects in the process
of committing crimes including the use of the Internet after the end of the crime and left behind valuable criminal
evidence for case investigation and solving. Common evidence includes instant messaging and other social soft-
ware chat records, Internet surfing records, online shopping records, etc.
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1.2 The legal positioning of evidence of cyber crime

The concept of network evidence is not specifically reflected in the legal evidence types in the system of Chinese
criminal procedure law and the subject of evidence law. The similar concept is electronic evidence in the Criminal
Procedure law. Electronic evidence appears as a type of legal evidence. Electronic evidence is the data formed in
the process of a case, stored, processed and transported in a digital form, which can prove the facts of a case. It can
be seen that network evidence and electronic evidence belong to the species relationship, and the extension of elec-
tronic evidence includes network evidence. The carriers of network evidence are computer physical equipment,
chat records on Internet software, browsing traces, network transfer, etc. The essence of network evidence is elec-
tronic, and the content it embodies is data.

The evidence of cyber crime is complex, and its evidential characteristics need to be transformed to be perceived.
Only when the network evidence is transformed into perceptive evidence such as documentary evidence and au-
dio-visual materials can it meet the needs of the trial. However, the network evidence cannot be simply classified as
documentary evidence or audio-visual materials. Because of the technical, compound and unstable nature of net-
work evidence, the collection, preservation, examination and identification of network evidence require special
professional knowledge (Jiahong He, 2003).

Compared with the traditional evidence of crime, the evidence of cyber crime has technical characteristics. The
Internet itself is the product of science and technology. The evidence of crimes committed on the Internet must be
distinguished from the general evidence of crimes by intelligence and technology. The evidence of cyber crime has
trans-regional characteristics. In cyber crime, the location of the suspect and the location of the victim are separated
in geographical space. The evidence of cyber crime has the characteristic of concealment. In the process of com-
mitting crimes, cyber criminal suspects generally have only a small amount of traditional evidence such as docu-
mentary evidence and physical evidence, and the network evidence is dependent on the extraction of crime equip-
ment. In many cases, the suspects deleted the instant messaging chat records before the intervention of the investi-
gation authorities. The evidence of cyber crime has widespread dissemination and serious social harm. The criminal
suspects make use of the characteristics of non-contact, large base and fast speed of the network, through the am-
plification effect of the network, quickly achieve the purpose of crime, while causing serious social impact and
public opinion dissemination, the crime scope is wide, the number of participants, the number of victims, the
amount of money involved is huge (Wenbo Duan, 2015).

2. Question raised: The realistic dilemma of the identification of evidence of cyber crime

2.1The extraction of evidence of cyber crimes is not standard

Evidence of cyber crimes is often stored in the form of electronic data on mobile phones, computers, storage car-
riers in cyberspace and other criminal tools. It is very important for investigators to extract and detain relevant
criminal tools in the investigation process. In reality, there are many phenomena that network tools are not seized
and electronic evidence is not extracted. In traditional crime types, the conventional thinking of investigators is to
collect evidence from the directions of physical evidence, physical evidence and verbal evidence, while ignoring
the collection of network electronic evidence carriers. While the evidence of cyber crime is material dependent and
depends on the seizure and extraction of criminal tools. Once the computer, USB flash drive and other items are not
seized from the suspects, or the seizure procedures are not standard, Will lead to the case evidence link break
(Shugi Cao, 2016).

The limitation of cyber crime evidence extraction leads to low extraction ability and efficiency. First, due to
technical reasons, authority and other reasons, many grassroots investigation organs are unable to extract electronic
evidence in time, and usually ask for the assistance of network technical investigation departments with profession-
al capabilities, thus reducing the timeliness of evidence. Second, the network technology investigation department
lacks pertinence in the extraction of network evidence. It extracts all the network electronic data information from
the carrier equipment of cyber crime without screening, which leads to the complexity of data and makes it more
difficult to convert data into evidence.

2.2 The examination of evidence of cyber crimes is not perfect

First, the cross-regional characteristics of cyber crimes lead to difficulties in the examination and verification of
evidence of cyber crimes. For example, only a part of the criminal suspects have been brought to justice, and there
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is a lack of corroboration of the status and role of the criminal suspects in the process of crime. Moreover, there are
more victims in cyber crimes, and the statements of victims are difficult to obtain evidence and verify due to geo-
graphical problems.

Second, there are procedural defects or technical backwardness in extracting network electronic evidence. The
extraction procedure of network electronic evidence is different from that of traditional criminal evidence and can
refer to the extraction standard of electronic evidence. However, in actual operation, the technical level of the in-
vestigation organ is low or the extraction method does not meet the regulations.

3. Judicial path: Principles, rules and methods of identifying evidence of cyber crimes
3.1 Principles for identifying evidence of cyber crimes

Network evidence is virtual, and its advanced technology contradicts the lag prescribed by law. However, under
the existing evidence rules, its proof ability and power can realize the burden of proof by following the traditional
evidence system structure, and it can refer to the traditional evidence admissibility principle, namely the necessary
three principles of legitimacy, authenticity and objectivity of evidence. The evidence of cyber crime has the char-
acteristics of technology and concealment, and the principle of its evidence identification should reflect the princi-
ple of timeliness and integrity.

(1) The principle of legality: evidence must be in the form prescribed by law and collected and used in accord-
ance with legal procedures. The legality of evidence is the premise of entering the criminal procedure, illegal evi-
dence can not enter the procedure after the exclusion procedure, can not be used as the basis for the final case. Cy-
bercrime evidence refers to the legal, effective and admissible electronic evidence, which mainly considers whether
the form of evidence, the subject of evidence collection, the procedure of evidence collection, the method of evi-
dence collection and the source of evidence are legitimate.

(2) The principle of authenticity: the form and content of evidence and the facts confirmed are true and objective.
Although the existence form of cyber crime evidence is virtual, it can reflect the objective facts, is real and can be
recognized. In addition, the network evidence can be displayed in print, multimedia display and other ways, so the
form of evidence is objective. Through professional inquiry, locking, extraction, can reflect the objective situation
of cyber crime.

(3) Relevance principle: The challenge to prove the relevance between evidence of cyber crime and case facts
lies in the fact that the evidence exists on the Internet is numerous and complex, and it is difficult to accurately ex-
tract data related to case facts from a huge amount of data. Relevant data are paperless, visual and undifferentiated
forms of expression such as text, pictures and video. In the aspect of material identification, the content correlation
between evidence and case facts is examined. In the aspect of external identification, the correlation between actual
users and data is examined.

(4) The principle of timeliness: the storage location of cyber crime evidence is open, shared and interconnected,
rather than fixed by geographical location or physical equipment. The longer the time, the greater the possibility of
destruction and tampering. Based on its particularity, whether the evidence is fixed in the first time is an important
aspect to consider the effectiveness and evidential power of network evidence when collecting and identifying evi-
dence.

(5) The principle of integrity: In the process of extraction, storage and use, the evidence of cyber crime should be
guaranteed to be original, complete and non-destructive. The evidence of cyber crime is easy to be tampered with
and contaminated. The combination of scientific and technological means and legal procedures is used to fix,
transfer and present the network evidence, so as to avoid the influence of human and natural factors on the network
evidence.

3.2 Rules and methods for the identification of evidence of cyber crimes

3.2.1 Review the legality of evidence of cyber crimes

According to the law, electronic evidence is clearly listed as the type of legal evidence, and the form legitimacy
of electronic evidence is determined from the legislative point of view. Electronic evidence includes: electronic
evidence generated in electronic communication, such as data in telephone, SMS, fax and other communications;
Electronic evidence in electronic storage devices, such as data stored on hard disks, compact discs, etc.; Electronic
evidence on the Internet, such as information in instant messages or E-mail messages. Network evidence only refers
to the third kind of evidence, and electronic evidence is species relationship. Establish the formal legitimacy of
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network evidence.

3.2.2 Review the authenticity and integrity of cyber crime evidence

The problem of the authenticity of network evidence comes from the theory of the original electronic evidence
and the judgment of the reliability of electronic evidence. "The more developed the technology, the greater the pos-
sibility of forging evidence", and once the forged network crime evidence, it is difficult to screen. For the true,
complete and tamper-free proof of the evidence of cyber crimes, the first thing is to be legal in the evidence collec-
tion procedure, and have qualified professional and technical departments to cooperate with the investigation or-
gans to implement it, or hire professional teams to fix the evidence technically. Secondly, it is necessary to make
the integrity identification of the forensics process and forensics results, and the personnel with the identification
qualification issue the relevant documents.

3.2.3 Review the relevance and timeliness of evidence of cyber crimes

In terms of the relevance of evidence of cyber crimes, the essence of network language is binary code, and what
we see is translated into words and pictures. According to the rule of original evidence, binary code is the original.
Can the translated language be used as the original and have the ability to prove? First of all, binary coding is the
physical form of network evidence, and the language translated by binary coding is also the physical form of net-
work evidence. When the perpetrator uses network language to commit a crime, he also uses the translated lan-
guage, and the two are equivalent. Secondly, after the virtual form network language is transformed into physical
evidence, the proof force is equally effective. According to the theory of "functional equivalence", the printed copy
has the same function and proof force as the original if it meets the completeness and functionality. From the trial
procedure, it is necessary to change the network evidence into physical evidence to meet the need of proof (Pinxin
Liu, 2009).

In terms of the correlation between the evidence of cyber crime and the behavior of the perpetrator, the proof of
the causal relationship between the evidence of cyber crime, such as text, pictures and videos on instant communi-
cation tools, and the proof of the correlation between the device or account of the perpetrator and the behavior of
the perpetrator, in addition to the confirmation of verbal evidence, more needs to be solved by the timeliness of
network evidence. When cyber crimes are detected, the network physical equipment shall be seized in time, the
network account and other data shall be blocked and frozen, and the network login password shall be cracked to
prevent tampering and deletion by accomplices; At the same time, it is helpful to find out the cause-and-effect rela-
tionship of cyber crimes by seeking specific evidence such as data tracks and money flows.

4. Conclusion

The continuous development of the Internet has affected people’s lives in a deeper level and a wider scope. The
cybercrime spawned is more destructive and harmful to society. In the face of advanced social life, the legal provi-
sions of hysteresis should study the similarities and differences and connections between the evidence of cyber-
crime and the evidence rules of traditional crime, and then find the applicable space in the current law. In order to
more powerful and based on the fight against cyber crime, purify the network environment, maintain social stabil-

ity.
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